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This guide describes how to set up and use Alvarado’s GateKeeper application. This guide is intended to

be used primarily by security personnel who will be responsible for setting up and using the GateKeeper
application.

GateKeeper allows security and management personnel to monitor and control turnstile activities.
GateKeeper notifies personnel of turnstiles alarm conditions and can export records of turnstile activity for
reporting purposes. Security personnel can use GateKeeper to manually activate turnstiles, change turnstile
passage modes, and create schedule templates that take effect automatically at configurable times.

For questions or comments, contact Alvarado Technical Support:
Phone: 909-591-8431 (Monday — Friday, 7:00 AM to 4:30 PM Pacific Time)
Email: support@alvaradomfg.com

Page 4 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3910R3-0



GateKeeper v3 User Guide | Version 3.0

Logging into GateKeeper

To log into GateKeeper, your computer, phone, or tablet must be able to access to the GateKeeper server’s
network.

1. Open a web browser.

2. Type <Server IP>/gatekeeper into the address bar and press Enter to go to the Login page. Change
<Server IP> to the IP address of your facility’s GateKeeper server.

[ Login
- 2 [J 192.168 2124/ Gatekmepssies gif <7 & B :'D

(©)ALVARADO

www.alvaradomfg.com

GateKeeper

PMleaso sign in

3. Enter your Username and Password and click Log In to go to the GateKeeper Location List page.

NOTE ) The default login credentials for GateKeeper are:
Username: admin
Password: Admin@123

Use the Password Reset feature to reset forgotten passwords.

NOTE ) The Password Reset feature must have been set up during GateKeeper installation. Contact your IT
department and refer to the GateKeeper Installation Guide for more information.

1. Click the Forgot Password? link.
2. Enter the email address associated with your user account into the Email field and click Send Email.

3. Check your inbox for an email containing a link to reset the password. Click the link.

Continued on next page...
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4. Enter the email address associated with your user account and your new password into the fields and
click Reset Password. New passwords must contain at least six characters, including one capital letter
one lowercase letter, and one number.

Reset Password

Email
Password

Confirm password

Alvarade @ 2015

5. Return to the login page and log in using the new password

The Menu Bar

Use the Menu Bar to navigate to the different areas of GateKeeper. The following sections in this guide are
arranged by Menu Bar items.

Locations E Location List o utilities # settings = Logout

Page 6 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3910R3-0
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Location List Page

The Location List page is the default page whenever a user logs into GateKeeper. This page shows all
of the sections and turnstiles currently set up for your facility. Return to this page by pressing the Location

List button on the Menu Bar.

[ Lecasiona

o localhost/Gatekeape

af Utilities F Sellings & Log oul

E Location List

........

Location List
¢ Famphe & Add Tusnstile @ Dibete Location
Lacation 1
Q@ sample # Add Tusnatle @ Delese Location
Location 2
Copyright Aharads © 2016 GALVARADQ Gatekesper v1.0

Each of the Locations configured in GateKeeper display in the Location List. For information on adding
new Locations, see Adding New Locations on page 11.

The online status of the Location’s turnstiles displays next to the Location Name.

» A green check mark icon means that all of the turnstiles in that Location are online and
that none are reporting any alarms.

» Ared exclamation point icon means that one or more of the turnstiles in that Location are
offline. This icon displays for five seconds when an online turnstile enters an alarm condition.

Continued on next page...
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Click on the More Detail button to see the status of all turnstiles in all Locations. You can also click on
the red or green status icons to expand individual Locations.

For information on adding new turnstiles, see Adding New Turnstiles on page 12.

Location List

= Sample # Add Turnstile @ Delete Location
Location 1
- Sample SU5000

— Sample + Add Turnstile @ Delete Location
Location 2
@ Sample SU3000 @ Sample sU2000

e Sample SUS00

Click on the Less Detail button to collapse all Locations, or click the minus icon to collapse individual
Locations.

Click on a Location name to go to its Location Page. Click on a turnstile name to jump directly to that
turnstile on the Location Page.

Page 8 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3910R3-0
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Location Pages

Location Pages contain information about the turnstiles assigned to that Location. Operators can also
manually control the turnstiles from this page.

L C [ localhost/GateXeeper/Section/Details?sectionlD=7

= Loecation List of Utilities

Sample Location 1

# Bdit Locabon | 0 Delete Location < Add Turrstile Apply requasts 1o 3l turnstiles in this sectien

Entry Direction
5 B T T i Timee |L  Description

Actions that apply to the entire Location are found in the heading bar.
e Edit Location — Click this to change the Location’s name.

e Delete Location — Click this to delete the Location. GateKeeper will prompt to confirm before it
actually deletes the Location. Deleting a Location will also delete all turnstiles assigned to it.

e Add Turnstile — Click this to add a new turnstile to the Location. See Adding New Turnstiles on
page 12 for more information.

e Apply requests to all turnstiles in this section — Check this box to apply any configuration
changes you make to one turnstile to all other applicable turnstiles in this Location.

You can switch between different Location Pages directly by selecting them from the Locations
drop-down menu.

[ Dataits

L = & [} lecalhost/GateKeeper/Section/Details?sectionl

l{\rdliﬂ:!‘rl ’ _

Sample Location 1

Deleve Location =+ Add Turnstile

Entry Dire

Emergency
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Turnstile Details

Turnstile details on the Location Page are divided into three areas

In e ot
1 I Z - 2 I s . 3l L Deseription
be0 data availablz o table
Sample SUS000 -

FUB0OT

Exit Direction

B:rriq-r Mode
Adarm

¥ Bin B Dalets Single rnugemﬁl. ral

1. Status
2. Controls

3. Log

Turnstile Status

The Status area displays the name and type of the turnstile, as well as the turnstile’s current status. If the
turnstile is alarming, the alarm type displays next to Alarm Status. The Panel Status field displays whether
the turnstile’s doors are currently open or closed in either the entry or exit direction

Turnstile Controls

The Controls area allows operators to change passage and barrier modes and to manually activate the
turnstile.

Entry/EXxit Direction

These buttons set the turnstile’s passage modes for both the entry and exit directions. The possible
selections are shown below.

e Emergency — Barriers stay open and all turnstile lights turn off. This overrides all other Direction and
Barrier Mode options.

e Normal — Barriers stay closed until the turnstile receives an authorization signal from an access
control system. After the user passes through the lane, the barriers close again.

¢ Free Passage — Barriers stay closed, but the turnstile does not require an authorization signal from
an access control system to open the barriers. Instead, the barriers open when a user enters the
lane. After the user passes through the lane, the barriers close again.

¢ No Passage — Barriers are closed, and remain closed. The turnstile ignores valid electronic
credentials from users.

¢ Visitor — Barriers open and remain open to allow visitors and groups without credentials to pass
through the turnstile. An I/O output is still provided for each passage.

Continued on next page...
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Barrier Mode
These buttons determine the default position of the turnstile’s barriers
e Normally Closed — The barriers remain closed by default.

e Normally Opened (Not Available for SU5000) — The barriers remain open. The turnstile barriers
close if a user enters the lane without presenting valid credentials.

e Barrier Disabled — The barriers remain open by default

Single Passage Control

These buttons allow security personnel to manually allow one passage in the entry or exit direction.
¢ Entry — The turnstile opens in the entry direction and closes once a user passes through.
e Exit — The turnstile opens in the exit direction and closes once a user passes through

Turnstile Log

The Log area shows any occurrences of the alarms selected on the Alarm Settings page that occurred
within the last 30 minutes. See Alarm Settings on page 20 for more information. To find entries that occurred
longer than 30 minutes ago, see the Logs section on page 17.
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Adding New Locations

On the Location List page, click Add Location.

2. Enter a name for the Location and press Create Location. The Location is added to the Location List
page.

[y e Locatam s

+ = C [ locahotGatekesper St

Copyright Bhasaia & J078 EALARADD Gaslespervl
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Adding New Turnstiles

1. Click Add Turnstile next to the Location name to add a turnstile to that Location. You can also click
the Location name and then click Add Turnstile on the Location page.

Secthon List

Sample
Section 1

Copyright ~varido © 2010 SAIVARADD GaleKeeper w10

2. Fill-in the information for the turnstile on the Add Turnstile page and click Create Turnstile
a. Model — Select the turnstile model from the drop-down list.
b. IP Address — Enter the turnstile’s IP address.
c. Name - Enter a user-friendly name for the turnstile.

Add Turnstibe

Mol SLS000
W Addross

Mame
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Click Utilities on the Menu Bar to go to the Utilities page. The sections below describe the functionality of
each GateKeeper utility

£ =5 O [ 1921682104 /Catellseper/Section/Utilit

of Urilizies & Settings & Log out

LUitilities

& LaneConfig
8 Scheduler

B Logs

Copyright Axarada © 2016 GALVARADD GaveHeeper v2.0
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LaneConfig

If you have LaneConfig installed on a server, you can link your GateKeeper and LaneConfig sites. If you
link your GateKeeper and LaneConfig sites, you can click the LaneConfig button on the Utilities page to go
directly to your LaneConfig web portal.

Instructions for setting up the link to LaneConfig are provided in the GateKeeper Installation Guide
(PUD3907). Contact your IT department for assistance.

The Scheduler allows GateKeeper admins and supervisors to create schedule templates. Schedule
templates automatically change turnstile passage and barrier modes at predefined days and times.
Templates override any changes GateKeeper operators have made to passage or barrier mode settings
when they apply.

When you click the Scheduler button on the Utilities page, you see a list of all existing schedules. This list
includes both active and inactive schedules.

Locations - &= Location List of Utilities # Settings = Logout

Scheduler

All Schedules

Days and time: Entry Mode: Normal
Monday, T|..¢:n:i.'.\l.-. Wadnesday. Exit Mode: Frag .-":.:'.'..'._;q
Thursday, Friday Barrier Mode: Marmal ]

11200 &AM Closad

Turnstile(s):
cample
SUS000

Days and time: Enlr,qu{hr Mormal
Monday, Tussday, Wednesday, Exit Mode: Marma
Thursday, Friday Barrier Mode: Normally
020 P Closad

Turnstilais):
sample
SUB000

Entry Mode: Normal
Exiit Mode: Mo Passage
Barrier Mode: Mormally
Clasad

Turnstile(s):
Sample
SUE000

Days and time:
Sunday. Saturday
OED AM

Copyright Alvarado @ 2016 SALARADD GateMeepervZ.o
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Adding Schedules

Click Add Schedule and fill out the form fields to create a new schedule. Click Create Schedule to save
your changes or press Cancel to return to the previous page.

Buddl Srhediide
Days
Tims
Entry Mode Normal
Exit Made Al
Barrier Maode ally Clod

e Days — The schedule will apply on the days you select here. Click in the field to open the drop-down
menu. To select multiple days, hold the Ctrl key and click all the days you want to add.

e Time — The schedule will apply at the time specified here on each day you selected above. Click in
the field to open the drop-down menu. Use the menu to select a time and click the X, or anywhere
outside the drop-down menu to close it. The current time is selected by default.

11:52 AM
SELEC TIME x
Hour hdiriube

]

- R T T M

e Entry Mode — When the schedule applies, it sets the entry direction of the turnstile(s) to this mode.
See the Turnstile Controls section on page 10 for descriptions of the available options.

e Exit Mode — When the schedule applies, it sets the exit direction of the turnstile(s) to this mode.
See the Turnstile Controls section on page 10 for descriptions of the available options.

e Barrier Mode — When the schedule applies, it sets the barrier this barrier mode. See the Turnstile
Controls section on page 10 for descriptions of the available options.

e Turnstiles — The schedule will apply to the turnstiles you select here. Click in the field to open the
drop-down menu. To select multiple turnstiles, hold the Ctrl key and click all the turnstiles you want
to add.

e Active — Only schedules that have this box checked will be applied to turnstiles.

Page 16 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3910R3-0
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GateKeeper logs display information about turnstile configuration changes and alarms. Click Utilities —
Logs to view the Logs page. These logs include records for the alarms that are enabled on the Alarm

Settings page.

GateKeeper logs can store records for up to 365 days. GateKeeper admins and supervisors can configure
how many days GateKeeper keeps records on the Log Settings page. See the Log Settings section on
page 20 for more information.

D Loge
- C | [ localhost/GateKeeper/Section/Logs

Locations - = Location List g Utilities #F Settings & Log out

Logs

Fhow Al Logs Hide AN Logs ‘

Log List

+ sample Section 1
+ Sample Section 2
\

Copyright Alvarado € 2016 BALVARADO Gatexesper v2.0

Continued on next page...
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on the page.

2. Export
a.
b.

d.
e.

Click Show All Logs to expand the logs for all Locations. You can also click on the + (plus icon) to expand
individual Locations. When a Location is expanded, logs for each of the devices in that section display

1. Display Filters — Select how many results for this turnstile to display on the page at once with the
drop-down menu. Use the Search field to only display log records that contain key words.

3. Log Records — Click the icons next to the column headers to sort the records in ascending or
descending order.

4. Page Selections — Depending on what you selected for the display filters, there may be more
records than can display on the page. Click these to view more log records on different pages.

Sample SUS00D |l |£
show 9 v enfdries Searche Copy C%V Excel PDF  Print
Showing 1 1o 10 of 62 entries |l
Date and Time IL  Type Description
G016 1001530 AM  Systern Turnstile created
ESES2016E 10041:24 AM 5:,'5?_?.'.'1 Turnistilg info modified
GMAr2018 110537 AN Systern Turnstile info modified
BARI2016 2:11:16 PM Oparation Eamrier Moda changed from Mormally Closed To Barrier Disabled
GrA2018 11118 PM Operation  Barrier Mode changed from Barrier Disabled To Normally Closed
BB Operation Eamier Mode changed from Mormally Closed To Barrier Disabled
AR08 2511232 P Operation  Barrier Mode changad from Barrier Diesbled To N armally Clased
B/E2016 2125T PM Operation Exit Mode changed from Normal To Mo Passage
BrA2018 21 250 P Operation  Entry Mode changed from Mormal Ta NG Dassage

6672016 21302 PM Operation Exit Mode changed from No Passage To Free Passage

Options — Click one of the buttons to export all available log data for this turnstile.
Copy — Copies all log data to your computer’s clipboard.

CSV — Creates a comma-separated value (.csv) file with the turnstile’s log data and
downloads it to your computer.

Excel — Creates an Excel worksheet with the turnstile’s log data and downloads it to your
computer.

PDF — Creates a PDF with the turnstile’s log data and downloads it to your computer.
Print — Creates a printable document and opens your browser’s Print dialog.

Page 18
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Click the Settings button on the Menu Bar to go to this page. Click on one of the buttons to go to the page
for that setting.

C [ localhost/Gatekeeper/Section/Settings

= Location List oz Utilities # Settings & Logout

Settings

A Alarm Settings

Bi Log Settings

& Motification Settings
& User Settings

& User Manager

Copyright Alvarado © 2006 GALVARADD GateKesper v2.0
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Alarm Settings

GateKeeper admins and supervisors can use the Alarms page to set which turnstile alarms will be logged in
GateKeeper.

If the Enable Audio box is checked, GateKeeper will play a sound when that alarm occurs. You can only
enable audio for alarms that are already being monitored.

= Location List a5 Utilities # Settings ® Log out

Alarm Settings

Enable/Disable Alarm Monitoring

Unautherized Presence Entry
Unauthorized Fresence Exit
Unauthorized Entry Passage
Unautheorized Exit Passage
Blocked Sensor

Door Held Opened
Braakaway

Impact

Authorized Entry Passage
Autherized Exit Passage

Crawl Detection (SU2000, SU3000, and SUIS00 anly)

Copyright Alvarado © 2006 BALVARADD GateKesper v2.0

e Unauthorized Presence Entry — An unauthorized user enters the turnstile in the entry direction.
e Unauthorized Presence Exit — An unauthorized user enters the turnstile in the exit direction.

e Unauthorized Entry Passage — An unauthorized user successfully passed through the turnstile
in the entry direction.

e Unauthorized Exit Passage — An unauthorized user successfully passed through the turnstile in
the exit direction.

¢ Blocked Sensor — A sensor on the turnstile is blocked constantly for a period of time (15 seconds
by default).

e Door Held Opened — The turnstile has reached the maximum time to allow a passage, but
detects that there is still something in the lane.

Continued on next page...
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Breakaway — The turnstile barrier was forced open.

Impact — The turnstile registered an impact on its barrier. An impact is when the barrier encounters
resistance when it opens or closes.

Authorized Entry Passage — An authorized user passed through the turnstile in the entry direction.

Authorized Exit Passage — An authorized user passed through the turnstile in the exit direction.

Crawl Detection (SU 2000, SU3000, and SU3500 only) — The turnstile detected a presence with its
lower sensors, but not its upper sensors.
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Log Settings

The Log Settings page sets how long GateKeeper stores log records. The minimum is 1 day and the
maximum is 365 days. This defaults to 30 days..

Log Settings

Save Changes

Log entries will be removed after

Cancel

30

| days

Notification Settings

GateKeeper can send out email alerts when it detects user-specified alarms. Use the Notification Settings
page to set which alarms will cause GateKeeper to send email alerts, and which email addresses will
receive those alerts. Offline is the only notification selected by default.

1. Check the boxes for any alarms that will cause GateKeeper to send email notifications.

Email Matification

EnablesDizably Alanms (o be notifed:

Unauthornized Prasence Exit
Unautharized Entry Passage
Unauthorized Exit Passage
Blocked Sansor

Door Held Opened
Braaxkaway

Impact

Authorized Entry Passage

Authorized Exit Passage

B ofine

Emails

B drmmails addd

B4 an Emad

Unautharized Prasencs Entry

Cravel Detectbon [SUZ000, SUI00D, ard SUIS0H0 gnly)

Continued on next page...
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2. Click Add an Email and enter an email address that will receive the notification and click Save
Changes. Repeat this step to add all email addresses that should receive notifications.

Add Email

Sample Inpait

3. Click Save Changes.

Setting Up GateKeeper Email

GateKeeper can be assigned an email address that it uses to perform its password reset function. If the
email address was not set up during initial installation, the password reset function will not work. All other
GateKeeper functionality is not affected, however.

Instructions for setting up the link to the GateKeeper email address are provided in the GateKeeper
Installation Guide (PUD3907). Contact your IT department for assistance.

User Settings

The User Settings page allows GateKeeper operators to change their profile details.

Wser Aooowunt

Uger Mama e # Chaege
pmad pLcoe FCnape
Phans Numbasr #Chirge
Passerard #Chang

Click on the Change button to edit that item. Click Save Changes when you are finished.

Page 23 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3910R3-0



GateKeeper v3 User Guide | Version 3.0

User Management
NOTE ) Only admin accounts can access the User Manager settings page.

The User Manager page allows GateKeeper admin accounts to add and delete other GateKeeper user
accounts.

When you click on the User Manager button, GateKeeper displays the User Manager.

L e 1 localhost/GateXeeper/User/Users

= Location List of Utilities

User Manager

i users [+ e e
Lser hame Ernail Role
cperatos cperator@email.oom Operacye BDslets
SUDSMASOT SUDENASOrPama BLCoam SLIDSHNARD
admin admin@emal.com Admin

Copyright Alearado © 2016 SALVARADD Gatelespar v2.0

Click the Delete button next to an account to delete it.
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Click Add User Account to create a new user. Fill in the fields on the Add User Account page and click
Create User Account.

Add User Account

User Name
Email

Role Adrmin o

Phone number
(Optional)

MNew password

Confirm new password

Create User Account Cance|

User Name — The user will enter this name on the login page to access GateKeeper.

Email — If a user forgets their password, GateKeeper uses this email address to reset it. The email
address also shows up in the User Manager list, where an admin can click it to generate an email
form to that address.

Role — This defines the level of access the user has to different GateKeeper functions.
© Admin — User has access to all GateKeeper functionality.

o Supervisor — User has access to all GateKeeper functionality except the User Management
page.

o Operator — User can only interact with the Location List functions, change their user account
settings, and view/export logs.

Phone Number — Optional field for entering the user’s phone number.

New Password — The user will enter this password on the login page to access GateKeeper.
Passwords must contain at least six characters, including one capital letter, one lowercase letter,
and one number.

Confirm New Password — Reenter the new password to confirm.

Page 25
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Appendix 1 — ARGUS Gate Setup

This section provides additional information for using GateKeeper with dormakaba ARGUS gates.

Adding ARGUS Gates

The process for adding ARGUS gates to GateKeeper is the same as the process described in the Adding
New Turnstiles section on page 13.

Fill-in the information for the turnstile on the Add Turnstile page and click Create Turnstile.
e Model — Select ARGUS from the dropdown menu.
¢ |P Address — Enter the IP address of the dormakaba RS232 LAN module.
e Name - Enter a user-friendly name for the ARGUS gate.

Add Turnstile

Model ARGUS i
IP Address 10,188,333 206
Mame ARGLUS ED

Rewverse Direction of Moving Barriers

Create Turnstile Cancel
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ARGUS Gate Controls

ARGUS gates have unique turnstile controls on the Details screen.

Entry Direction

Normal | Permanent NG Passage
Exil Direction

hrzu;.sﬂ Pgrrmal | Permanent | MO P 3

a
ARGUS Single Passage Contrel
Alarm status: No Alarm

L Ecdit H Delene

control system. After the user passes through the lane, the barriers close again.

After the user passes through the lane, the barriers close again.
applies to both entry and exit directions.

manually. This setting always applies to both entry and exit directions.

e Normal — Barriers stay closed until the turnstile receives an authorization signal from an access

¢ Permanent — Barriers stay closed, but the turnstile does not require an authorization signal from an
access control system to open the barriers. Instead, the barriers open when a user enters the lane.

e No Passage — Barriers stay closed and do not open when users enter the lane. This setting always

¢ Free Passage — The motor is disengaged from the barriers so they can be opened or closed

ARGUS Turnstile Alarms

The ARGUS gate returns six possible alarms that can display in the turnstile log.

¢ Unauthorized Exit — An unauthorized user entered the gate in the exit direction.

resistance when it opens or closes.

e Breakaway — The turnstile barrier was forced open.
in the entry direction.

n the exit direction.

¢ Unauthorized Entry — An unauthorized user entered the gate in the entry direction.

¢ Impact — The turnstile registered an impact on its barrier. An impact is when the barrier encounters

¢ Tailgate Entry — An authorized user and at least one unauthorized user passed through the gate

¢ Tailgate Exit — An authorized user and at least one unauthorized user passed through the gate
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