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Preface

Document Overview

This document instructs qualified personnel how to install and configure Alvarado’s GateKeeper software.
Qualified personnel include IT personnel and anyone else who has experience working with Windows and
SQL. After completing this guide, GateKeeper will be ready for use.

This guide only covers installation and initial configuration. For more information on using the GateKeeper
application, refer to the GateKeeper User Guide. Contact Alvarado Technical Support for a copy.

Before You Begin

The GateKeeper host machine requires third-party software be installed prior to beginning this installation
process. This guide lists the required configuration settings for this software when applicable, but installing
and configuring this software beyond what is required to run GateKeeper is beyond the scope of this guide.

NOTE ) This guide uses screenshots taken on a Windows 10 computer using SQL Server 2019 Express
edition. There may be visual differences when installing GateKeeper on other operating systems and
SQL versions, but the overall process remains the same.

Minimum Host Computer Requirements

Operating System: Windows 7 Professional or Windows Server 2008 R2
CPU: 1.4 GHz, 64-bit

RAM: 2 GB

Available Disk Space: 20 GB

( N IMPORTANT) You must have Administrator privileges on your computer to complete the installation.

Minimum Software Prerequisites

The software versioOns indicated below are the minimum versions required for GateKeeper, but
GateKeeper will work with higher software versions as well. Ensure all required software is installed on
your host computer before you begin the GateKeeper installation process. See below for instructions on
configuring these applications specifically for use with GateKeeper.

e NET Framework 4.0
e Web Deploy 3.0
¢ ||S Roles 7.0

Required Files
You must have access to these files on your host machine before beginning the installation process.

e SQL Server or SQL Server Express installer (.exe file available from Microsoft)
NOTE ) GateKeeper will work with SQL version 2008 R2 or higher.

e SQL Server Management Studio installer (.exe file available from Microsoft)
e GateKeeperWeb.zip file (provided by Alvarado)
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Initial Software Configuration

Enable IIS Roles
1. Click Start and begin typing Turn Windows features on or off.

2. Click Turn Windows features on or off when it appears. The Windows Features box will open and
load a list of features. It may take some time for the list to load.

Al ApE i s a
Bast match
ﬁ Turn Windows features on or off = o
Control panel [
]

Tum Windows features on or off

I Open

A2 turn windows features on or -:;-"i
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Click the + next to Internet Information Services to expand the folder.
Expand the subfolders and check the box for the bolded features shown below.

Internet Information Services

5 Wndaven Fasbarec o *
® Web Management TOOIS Turn Windows features an or off (7]
o IS Management Console et b e Bt ok iy o h o b o
e World Wide Web Services 2 0| FIP Seve
= B | Wk Mansgerant Toak
. . @0 | e rreiril tibility
o Application Development Features 2 :ssm::'m;:ﬁ:ﬂ
Managoment Soigty oy
= .NET Extensibility* . sversirsog
= W | Asphution Devtloprmi Frabue
= ASP.Net* B | MET bbbty 1.5 -
- B | MET Bneviblng L7
O | Apbcation buia
- ISAPI Extensions 0w
B | asPeET 1S
Bl | asPaET 4T
= [ISAPI Filters = L
B Hasiaen
o Common HTTP Features D) | Sarew i ncioc
[ | WelSociont Protocal
1 Wl Common Famturen
» Default Document g mm"%',..."ﬂ
. - =] HT.I;:"!MW""!
= Directory Browsing D] | HITP Radisetion
B | Sutic Content
» Static Content e
O | Cuntem Legging
© Health and Diagnostics o
. O | ooaC Lagging
= HTTP Logging v fre

o ] Perdemanie Festuns
Dyraeric Content Comprstion

= Request Monitor

A m]

state; Comient Comprspon

| Sepenty

st Authanbenian

Caniraloed 151 Cartituabe Suppost

Chert Corificuin Mapping fathuaticstan
[gect Authenkicaian

IS Cliant Cartificabe Wupping AuSarduation
B ity

Frquet Fikaning

UFL Authorication

Window Authenticaton -

e

o Performance Features
= Static Content Compression

O

Security

oo®

= Request Filtering

* Check the box for each version of .NET you have installed.

5. Click OK. It may take several minutes for the change to apply. The Windows Features box will close
automatically when the change is applied.

{7 oot Faataind

‘Winderws completed the requatated changes,

6. Click Close.
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1. Verify IIS is working properly.
a. Open a web browser.
b. Type http://llocalhost into the address bar and press Enter.

c. Verify the browser displays the IIS screen, shown below.

- o Lol 1 o ® & s nE =

Internet Information Services

NOTE ) If you encounter an error instead of the IS screen, reinstall .NET framework.
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Install and Configure SQL

This section describes how to install a new version of SQL Server 2019 Express and configure it for
use with GateKeeper. Other versions of SQL (2008 R2, 2012, etc.) may appear different, but the overall
process remains the same.

1. Run the SQL installer.
2. Click Basic.

SOL Server 2019

Express Edition

Select an installation type:

3. Click Accept to accept the license terms.

4. Leave the INSTALL LOCATION set to the default value and click Install. Wait for the installation to
complete. It may take several minutes to complete the installation.
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5. Click Customize.

SQL Server 2019
Express Edition

Installation has completed successfully!

COMMNEC
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6. Leave settings set to default and click Next until you get to the Instance Configuration screen.

7. Enter GATEKEEPER into the Named instance field and press Tab. The Instance ID field will be
automatically filled in.

¥ S0 Server 2019 Setup - O x

Instance Configuration

Specify the name and instance ID for the instance of S0L Server. Instance I becomes part of theinstallation pazh.

Global Rules {7 Default inszance
Midtoselt Updae @ Named instance:  |GATEKEEPER
Preduct Updates
Intall Setap Flles
Irestall Rules Instance |
Installation Type
Licerse Terms
Feature Selecton SO Server dinectany:  C\Program Flet\Wioredel SOL Server MSS0L 15 GATEKEEPER
Feature Fules Wstaad btances
Instance Configuration -
Server Configuration | Instance Mame Irrstance I Features | Editica Versicn
Database Engine Configuration | SOLEXPRESS MSSOLIS.SOUENPR. | S0 Engine | Express 15.0.2000.5
Feslure Configuration Rules | SOLEXPRESSN MSSOLIS.SOLERPR... SOLEngine = 15020005
Insstallation Progress
Complete
< Back Hesct > Cancel

8. Click Next.
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9. On the Server Configuration screen, ensure both SQL Server Database Engine and SQL Server
Browser have their Startup Type set to Automatic.

¥ S0 Server 2019 Setup - O x

Server Configuration
Specify the service accounts and collation configuration.

Global Rules Service Accounts  Collation

Micresolt Update

Product Updates [licresaft recommends that you use a sepasate account for each SOL Server service.

Inestall Setup Filles. Senvice Account Hame Password Startup Type
Irvidall Rulis ISQL Server Database Engine MT Senice\MSSOLSGAT... Austomatic w
Installation Type SOL Server Brewder NT AUTHORITHVLOCAL . Automatic
Licenise Terms.

Feafure Selectian [0 Grant Perfoem Vislume Maintenance Tak privilege to S0L Server Database Engine Sercice

Feature Fules This privilege enables instant file initislization by avoiding zeroing of data pages. This may lead

Inttance Canfiguration to information disclosure by allowing deleted content to be accessed.
Server Configuration ek heve for details

Database Engine Configuration

Feature Configuration Rule

Insstallation Progress

Complete

< Back Hesct > Cancel

10. Click Next.
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11. On the Database Engine Configuration screen:

a. Select Mixed Mode (SQL Server authentication and Windows authentication)
b. Enter a password for the system administrator account according to your local policies into the
Enter password and Confirm password fields.
) SOL Server 2010 Setup - o X
Database Engine Configuration

Specify Database Engine suthentication security mode, administrators, data directories, TempD8, Max degree of
paralldism, Memory limits, and Filestream settings.

Global Rules Server Configuration  [ata Ditectosies  TeenpD8  Memmory  User Instamces  FILESTREAM
Bhicredalt Update

5 Al o Pl
Product Updates Specify the authentication mode and atces for the Da Engine.
Intall Setap Flles Authentication Mode
Incitall Rules () Windows sathentication made
Installation Type 5 e TS
2 I@Mlxnd Mode [S0L Senver suthentication and Windows suthentication] I
Licerse Terms
Feature Selectsan Specify the passerord for the SOL Scnﬁ:*mmimwiu] BCCoUnt.
Feature Rules Enter password:  sesssssses

Ingtance Configuration

Server Configuration Canfiem password: .“““““‘

Databaze Engine Configurati Specify S0L Server administrators

R o cn S C T Y | <ot Server administraters have
Insstallation Progress i wnfinchtd Jcotis fe the Databade
Pe " | Emgine,

Add Current User acd. Bemaove

< Back Mt > Cancel

12. Click Next.

13. Wait for the installation process to finish successfully and click Close.
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Install and Configure SQL Server Management Studio

You will need to restart your computer to complete the steps in this section. Save your work and
close all other programs before installing SQL Server Management Studio.

NOTE

GateKeeper v3 Installation Guide | Version 3.0

1. Run the SQL Server Management Studio installer.

2. Leave the Location set to default and click Install.

RELEASE 18.10
Microsoft SQL Server Management Studio
with Azure Data Studio

L

Welcome. Click “Install”* to begin.

Location:

CAProgram Files (xB6)\Microsoft SOL Server Management Studic 18 I t:b.;_-mgu:

By clicking the "Install” button, | acknowledge that | accept the
the License Terms e o and Azure
SOL Server Managemen io tra information a ur installation ence, as well as other

usage and performance data, to oft to help improw product. To leam more about data processing
controls, and to tum o & collection of this information after installation, see the

Install Close

Page 13
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3. Click Restart to restart your computer and complete the installation process.

RELEASE 18.10
Microsoft SQL Server Management Studio
with Azure Data Studio

S

Restart required in order to complete setup.
All specified components have been installed successfully.

The computer needs to be restarted before setup can continue.

Restart Close
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Configure SQL Login

1. When your computer restarts, click Start and begin typing Microsoft SQL Server Management
Studio.

2. Click Microsoft SQL Server Management Studio when it appears. Your version may be different
than the one shown in the image below.

Al Appr it | 4 s eedba
Bast match
Microsoft SOL Server
Management Studio 18 = 5:
Desktop app L
A

Microsoft SOL Server Management Studio 18

= Open

L3 Run as administrator
[l oOpen file location
=2 Pin o Sart

Fin to laskbar

[l wninstall

A2 Microsoft SOL Server Management S!udlu{
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3. Enter the appropriate information into the Connect to a Server box and click Connect.

this field. In the example below, the host machine name is USCNODTFPHR903.

to use this login method. See step 0 on page 12.

you set up in step 0 on page 12.

Connect to Server =
=

SQL Server

4. Click the + to expand the Security folder.
5. Right-click the Logins folder and click New Login...

,_5; Microsoft S0L Server Management Studio
File Edit View Tools Window Help
S, | E -k |Ji | Hﬁ Mew CQuery Hln HE nﬁl lﬁ 55? |

F | - | Execute | |

Object Explorer QX
Connect~ ¥ “§ Y & -
=l E USCMODTFPHRS03\WGATEKEEPER. (SCL

@ Databases
| Security

Sen New Legin...

Crey Filter
Aug

Start PowerShell
Sery

Server Reports
Replica
PolyBas Refresh
._ Management
| [¥] XEvent Profiler

a. The Server name field should automatically display the GateKeeper instance you created. If you
have more than one SQL server instance, enter the Host Machine Name\GATEKEEPER into

b. Set Authentication to Windows Authentication to use the login credentials for the Windows
user currently logged in. The current Windows user must be an approved server administrator

c. Set Authentication to SQL Server Authentication to use the system administrator password

Page 16 For Assistance: support@alvaradomfg.com +1 (909) 591-8431
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Enter gatekeeper into the Login name field.
Select SQL Server authentication.

Create a password according to your local policies and enter it into the Password and Confirm
password fields.

9. Uncheck the Enforce password policy box.

B Login - Mew - m] *

Salecta page
& General

& Server Foles
& User Magping Login pame: | | sesrh

;am O Windows authertication )

IT Sefen = ig) Help

Password: \ T
Confirm password: EEEEEEEE

Connection [ bap to Credenta V][
Senver, kapped Credentials Crodential Prowider
USCHODTFPHRS03WGATEKEEP
Connection:

DDC bohannda

¥¥ Mk connection procedies

Progress Remave
Ready Diefmult databage: master i
Diedault language: etz w

[ox ][ canes
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10. Click Server Roles in the Select a page section.
11. Check the sysadmin box.
12. Click OK.

Selecla page IT Sect = @ Help

Senver roles:

] bukadmin

[] docreater

[ diskadmin
ProGEssadmin

[] securtyadmin

Connection

Senver,
USCHODTFPHR303WGATEKEEP

Connection:
DDC bohannda

¥¥ Mk connection procedies

Server role s used 1o grant senverwide secumty privieges bo & user.

PUD3907R4-0
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Configure .NET 4.0

1. Click Start and type IIS into the search bar.

2.  Click Internet Information Services (lIS) Manager.

All Apps Diocuments Sattings Emal o Feedback
———
Best match

e Internet Information Services (115) o ¥
Manager = ii‘

Desktop app

Internet Information Services (115) Manager

Dresltap Sop
o Open

T Run 35 administrator

Open file bocation

O3 Pim to Start

Y Pim bo taskbar

3. Double-click the host computer’s name to expand the list and select Application Pools.
4. Double-click DefaultAppPool.

W3 intnmat infosmation Sanices (1) Munsger [a] =
X v USCHODTFPHENE o Apphestion Pock @ -
File  Yeem  ielp
- H';l Application Pools -
PE I T o™
b ".f"MF MO | i g bt o i el gt ot o it ot o e e, gl i sl ot
! Applcaon Peok mitzcubed stk worar procesten, contain oo of mon seplcabions, s proves mslibon smong déf et T
| St .
Fiter - Fo - g Do A1 | Growp by Mo Growping
Harrer Statui JHET CLEN.. Masaged Fpel. Hentity Apphaticr
2 et Saned w2 Integrannd AppbosenPostd. 0
B RET w20 Ol Stadted vk Clirigie ApphcaiorPosid . 0
D RETwis Started Wil L] ApplcsionPoctd 1
DT vl ke Stasd ) Clmec ApphcsionPostd . {1
LY Clisa; HET Ap..  Saned vk L l&-h.ll:-\:-Md ]
| LiCefiidppPosl  Safed vl brdegrated AppheatienPosid | |
L ¥
. % Femtures View |
Resdy u

Page 19 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3907R4-0



GateKeeper v3 Installation Guide | Version 3.0

5. Ensure the .NET Framework version is set to .NET Framework v4.0.30319 (or higher) and ensure the
Start application pool immediately box is checked.

Edit Application Pool ? X
| DefaultAppPool |
MET CLR version:

[ .NET CLR Version v4.0.30319 v|

Managed pipeline mode:
Integrated ~

I [] Start application pool immediately

oK . Cancel

6. Click OK.

Page 20 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3907R4-0



GateKeeper Installation

1. Inthe /IS Manager, double-click the Sites to expand the list and select Default Web Site.

GateKeeper v3 Installation Guide | Version 3.0

Y Internet Information Services (IIS) Manager

/'{:" - € » USCMODTFPHR903 » Sites » Default Web Site »

File View Help

Connections .
~ 0 Default Web Site Home
- |
v -ﬂj uscmol:_rTFf_-Haeos (ODC\bol | o - ¥ Go Gy Show Al
U} Application Pools
v 8] Sites L .
> [ Default Web Site| 3 ‘@ ==
.!i-;h J a9 EN®
Authentic... Compression Default Directony

2. Click Import Application in the Actions pane.

~

& &

HITE 15401 Filters
Respon..,

.

¥ t Application
IEJ Impert Aoplicatian I
B Hep

If the Deploy section does not appear, and you are using Web Deploy 3.5 or above,
see Appendix 1 on page 36.

Page 21
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3. Click Browse, select the GateKeeperWeb.zip file, click Open, and click Next
Impart Application Package ?
| Select the Package
¢
Specify the location of the package (for example, C\WebApplication.zip).
Package path:
Open e
- = 4 o v THPC ¢ Dewnlsads w & SearchDewnload 2
Organipe = Hew Toldar - [ @
Cune redified Typte Siee
o Check soosis
| GatekpepeiWeb.sip £4T P creat p 14,04
» O Thig PC
]
Fie pamne: | GateEeepenietog NG eckage e (i) w
| Opes | Cancel
Page 22 For Assistance: support@alvaradomfg.com +1 (909) 591-8431
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Accept the default selections on the Select the Contents of the Package screen and click Next.
7 X

4.

Import Application Package

af Select the Contents of the Package
U

Package containg:
[« e Web Application (CACurrent\GatekeeperiWeb\GateKeeperiWeb v, Path CACurrent\GateKeep
[#]F Create an application (CACurrent\GateKeeperWeb\Gatekeep
w [ File System Content (CACurrent\GateleeperWeb\Gatetleeper
» ] 3 CACurrent GateKeeperWeb\ GateKeeperWeb v2.7 t55\Gat
[¥] | Grant permissions (CACument\GateXeeperWeb\ GateKesperieb
4| 7 Grant permissions [CACument\GateKeeperWeb\GateKeeperWeb

Advanced Settings...

Cancel

PUD3907R4-0
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5. Replace the “XXX” values in the TurnstileConnection and UserConnection fields with the values
indicated below and click Next.

a. Change all instances of Data Source=XXX to the Server name you entered in step 11 on page 12.
b. Change all instances of User Id=XXX to the Login name you created in step 6 on page 17.

c. Change all instances of Password=XXX to the Password you created in step 8 on page 17.

Impart Application Package ? *

o
'~ | Enter Application Package Information
¢
Enter information that is required to install this package:

Application Path
Full site path where you want to install your application (for example, Default Web Site/Application].

Default Web Site/ |.:.,;m,p.,..|

Connection String
UserConnection Cennection String used in web.config by the application te access the database,

IDml Source= Iﬂlnilial Catalog=GateKeeperlserintegrated Sccur'rlyzFa[ide Idtxi&l"asmurdﬂﬂf-ﬂ!ﬂwl =

Connection String
TumstileConnection Connection 5tring used in web.config by the application to access the database.

IDa.u Sources ylnilial Catalog= GateKeeperTurnstile Integrated Sec urity:FalseILJur Id=mx;Pasmurd=x:ﬁx;I = |

6. Verify the installation completes successfully and click Finish.
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7. Double-click Default Web Site to expand the list and select GateKeeper.

8. Right-click GateKeeper and select Edit Permissions.

"3 Irterniet Information Services (I15) Manager
- = # » USCNODTFPHRIOZ » Sites » Default Web Site + 1

File View Help

- Connections
# f" fGateKeeper Hom
w 83 USCHODTFPHRS03 (DDC ok Filten g
% Application Pools : =
w @] Sites 153
w i Default Web Site g-jJ \
" gt
» L] aspret_chient Tl = @
» ¥ Gatelaanar Aashantic  Coregression  Defay
s Explore Docum
| Edit Permissions... - L
™ FE ?{’E
o Add Application... :
- i dules Cutpy
7 Add Virual Directery.., Cachid

Manage Application r

Eefresh
Remowve

Deploy ¥
Switch to Content View

9. Click the Security tab and click the Edit button.

X E

=

GateXeeper Properties x
General Sharing Secully  Previous Versions  Customize
Object name;  Cinetpub’wwaroot\Gate Keeper

Group or user names;

CREATOR OWHNER o

R IUSR

82 SYSTEM
[+ Edririeptam (1127 MM TERLZGAT fdvarisbrabors]
£ >

To change pemissions, click Edit.
Pemissions for CREATOR

OWNER Alow Dery

Full control )
Moddfy

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings, Adyanced
chck Advanced.
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10. Select the Users ([Host Name]\Users) item from the Group or user names list and check the Allow
box for Full Control. In the image below, the Host Name is USCNODTFPHR903.

11. Click OK.

Permissions for GateKeeper x

Secunty
Object name:  C:hinetpubwwamoot \GateKeeper

Group or user names:

R Admiristrators (USCHOD TFPHRS03 Administrators A
Users (USCNODTFPHRS03 Users

ER15_IUSRS (USCNODTFPHR303UIS_IUSRS)

R Trustedinstaler

£2 DefauttAppPool v

Pemissions for Users Alow
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12. Click Advanced.

GateXeeper Properties x
General Sharing Secully  Previous Versions  Customize
Object name;  Cinetpub’wwaroot\Gate Keeper

Group or user names;

CREATOR OWHNER o

R IUSR

82 SYSTEM
[+ Edririeptam (1127 MM TERLZGAT fdvarisbrabors]
£ >

L

To change pemissions, click Edit. Edt..

Pemissions for CREATOR

OWNER Alaw Dery
Full control )
Medfy

Read & execute

List folder contents

Read

Wre W

For special pemissions or advanced settings. l’ld':ml:![!
chck Advanced.
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13. Select the Users ([Host Name]\Users) item from the Permission entries list. In the image below,
the Host Name is USCNODTFPHR903.

14. Check the Replace all child object permission entries with inheritable permission entries
from this object.

15. Click OK.

Advanced Secunity Settings for GateKeaper o *

Mame: Chinstpub\wwwiool\GateKeeper

Chameen Admanistrafors (USCHODTFPHRST Adminastrators) mﬁhange
Permissions Ausditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (f availsble).

Permassion entries:

'I'rp! Principal Agoess Inbsiitid fram Applies te Lo
.E!. fAllow  DefaultippPool Fead Mone This falder, subfclders and flles
ER Allow IS USRS (USCMODTFPHRS0..  Read & execute CAhinetpublwversrooty,  This folder, subfolders and files
L Amow  Trustedinstaller Full contrel Chinetpubh, This folder, subdelders and e
ER ABow  SYSTEM Full control Chinetpubh, This folder, subfolders and files
L i . F nir Chinetpabh This figl e
AL Alow  Users (USCHODTFPHRO0S\Ws—.  Read & execute Chinetpubh, This folder, subfclders and files I
ER Allow CREATOR OWNER Full control f*\.irﬂpub‘l. Subfalders and files only

w
Agdd Eemove Miew

Disable jnhevitance

16. Click Yes when prompted to continue.

Windows Security

This will replace explicitly defined permissions on all
! descendants of this abject with inheritable permissions from
GateKesper.

Do you wish to continue?

= w

17. Click OK.

18. Close the Internet Information Services (IIS) Manager.
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Test for Correct Installation

From Host Computer
1. Open a web browser.

2. Type localhost/gatekeeper into the address bar and press Enter to go to the GateKeeper Login
screen.

O Lege %  +
o

D
“— O @ M loeslhast Gatakoeg e fLagin ] e Notgpacing (8]~

GQA&&RADO

www.alvaradomfg.com

GateKeeper

Pleass sign in

3. Type admin for the Username and Admin@123 for the Password and click Log In. Verify the screen
looks like the one shown below.

B | [ Lecasion ® |+ = B £
“~ O @ b Netsecure | WLIBAIIZITE/GaseKees T W ( Motmedey B) -
i EE Location List of Utilithes & Settings & Log out

LOCACIOT
*a
Lo<ation List
N P81 up
Copyright Aharade © 2021 BALVARADD Gatekeaper viT
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From a Networked Device

1. Open a web browser.

2. Type <IP Address>/gatekeeper into the address bar and press Enter to go to the GateKeeper Login
screen. Replace <IP Address> with your host computer’s IP address.

3. Type admin for the Username and Admin@123 for the Password and click Log In. Verify the
screen looks like the one shown below. The IP address of the host computer in the image below is

10.188.233.178.

B0 [ Lecases *  +
<« O R O leclhostGaekeeg 5t B ( Netsedny B) -

of Utilithes & Settings & Log out

Location List

EEng 188 wi

Copyright Alvarado © 2021 BALVARADD GatsKeoper viT
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Password Reset

Follow the steps in this section to set up the password-reset system. To use this system, you must have
either an email account set up on an email server or a free Outlook.com email account.

e Host name of your email server
e Email address
e Password for the email address

To use the GateKeeper password reset feature, you will first need to input the account information for the
email address that will generate password reset instructions. Two types of email accounts may be used:
1) an email account setup on the facility’s mail server, or 2) a free Outlook.com email account.

You must have the following email account information to set up the password reset feature:

Set Up Password Reset Email Account

2. Right click the Web.config file and click Open With.

1. Open Windows Explorer and go to the C:\inetpub\wwwroot\GateKeeper folder.

+ TP ¢ LocH Dk D] ¢ gl o et 5 Gawaapar

etz fiy

(4= 00

|||||||

[

3. Select Notepad.

NOTE ) You can edit the Web.config file with any application capable of editing XML files.

Page 31 For Assistance: support@alvaradomfg.com +1 (909) 591-8431

PUD3907R4-0



GateKeeper v3 Installation Guide | Version 3.0

4. Find the following text strings in the file. Change “XXX” in the text strings to the indicated values.
Include the quotation marks.

<add key="EmailHost" value="XXX" />
<add key="EmailUsername" value="XXX" />
<add key="EmailPassword" value="XXX" />

e “EmailHost” should be set to your email host server’s name.

e “EmailUserName” should be set to the email address of the account that will send the reset
password message.

e “EmailPassword’ should be set to the password of the email address defined above.

5. Save the file and close it.
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Set Up Default Admin Email Account

1. Follow the steps in the Test for Correct Installation section to log into GateKeeper.
2. Click Settings.

B0 [ Lecases ®  +
“ O R O wcalhosyGaekeeg 5 T8 B [ Metgeeny 8
of Utilithes F Seitings
L
Location List
EEng 188 wi
Copyright Alvarads © 2021 BALVARADD GatsKoeper viT
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3. Click User Settings.

B [ Sees ® |+
“ O @ A vetsscure | 1018823 1TEGaseKeper SectionSettings 0t G ( Netoeesy (B

Locaticns = EE Location List e Utllithes

Settings

B Alarm Settings
Bi Log Settings

& Notification Settings
4

& Lser Settings

& User Manager

Copyright Alvarado © 2021 BALVARADD GatsKeoper viT

4. Click the Change button for Email.

B | [ vser Do ® |+
“ O b vetsecure | WRIBAIIZTE/GateKeeper Usar UserDetail 0t G ( Netoeesy (B

Locations - £ Location Lis o Utilithes F Settings = Log out

User Account
User Hamse admin # (g
Email ST R o)
Phome Numbar # Chacge
Pasivward ws # Craenge
g SeTTgs
Capyright Alvarags © 2021 BALVARADD GatsKespsr viT
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5. Enter the email address that will receive password reset information and click Save Changes.

B | [ et User Emaal

« O @ A Mot pecure

Ediit Emall

Ernadl

1]

Copyright Alvarado © 30

el

10183 TR GateKeg

E Location List

e Utllithes

F Settings B Log out

EIALVARADD Sateloeper v2T
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Appendix 1 — Web Deploy 3.5+ Additional Configuration

If you installed Web Deploy 3.5 or higher, you need to follow these additional steps at least before you do
the steps in the GateKeeper Installation section on page 21. This section uses Web Deploy 3.5 for
instructions and illustrative purposes.

1. Click Start and begin typing Add or remove programs.

2. Click Add or remove programs when it appears.

Al ApE i | 4 I a
Bast match
Add or remove programs =
Sysbem settings é'i : :';
Settings A
IE Apps & featureg \ Add or remove programs

System settings

= Open

A2 Add or remove programs

3. Click Microsoft Web Deploy 3.5 in the list and click Modify.

Seltings - o =
@ Heome Apps & features
=
| Find & tatting | s
ﬂ Microsodt VS5 Writer for SOIL Server 2019 L8 M8
Micrasof Wl Deploy 35 119 b
| = spps & features | 117272020
312370764
IS5 Default apps
Madify Uninstail
MR Offline maps
n Micrasof Whiteboaed 349 M3
(o] Apps for websites Micrasoft Corporaton 20
] Miss Macple Agent 386 MB
C=  Vides playback > W2 20 20
= [ E Mied Reality Portal 16.0 KB
Micrasod Cornaratian TIF202

4. Click Next.
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5. Click Change.

7. Click Change.

3 Microsoft Web Deploy 1.5 Setup -

Change, repair, or remova installation
Elect e operabon piu wish o pefarm,

Lt poup change the way features are rtalied.
Fepar
Hes, sharbauts, and regutry enbries,

femave
Removes Morosalt Web Deploy 3.5 from your compuber.

Repairs errons in the most recent installation by fodng missing and comupd

@

6. Change /IS Manager Ul Module to Will be installed on local hard drive and click Next.

430 Microsoft Web Deploy 1.5 Setup -

Custom Setup
Slect e way you wanl featres 19 be rataled.

Clcke g it it th e belen b change the way featunes wil be irstaled

(=2 Feature will Be installed when requeed

¥ Entire festore will be unavailable

Resat Back

8. Click Finish when the process is complete.
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Follow the instructions below to link your LaneConfig application to GateKeeper.
1. Open Windows Explorer and go to the C:\inetpub\wwwroot\GateKeeper folder.
2. Right click the Web.config file and click Open With.

| GamCange S
Rl -~ e v 1]
w + TP ¢ LocH Dk D] ¢ gl o et 5 Gawaapar i &
P e— et caniiy

[ S5 ol e Ry
Coman QUR A Pk
e it Bk
BT e e iy
rpre— R r-o X ' LAY P
e 2 e ¥ s
Wiy T ey =
LI »
-4 ) »
B s
B i it i D
L e e
i
Cat
Capy
[rrpr——
Dt
(B
Frapete,
Vi oo L2

3. Select Notepad.

NOTE ) You can edit the Web.config file with any application capable of editing XML files.

4. Find the following text string in the file. Change “XXX” in the text string to the URL for your LaneConfig
server. For example, “192.168.0.101\LANECONFIG”. Include the quotation marks.

<add key="LaneConfigURL" value=""XXX" />

NOTE ) The value you enter into this field cannot include the term “localhost”.

5. Save the file and close it.

Page 38 For Assistance: support@alvaradomfg.com +1 (909) 591-8431 PUD3907R4-0



GateKeeper v3 Installation Guide | Version 3.0

Appendix 3 — ARGUS Gate Setup

Follow the steps in this section if you are using GateKeeper with dormakaba ARGUS gates.
Follow these steps after you install GateKeeper.

Required Software

Download and extract the installer for the Lantronix SCPR software onto your computer prior to starting
the installation process. The latest version of this software can be found on the developer’s website:

https://ltrxdev.atlassian.net/wiki/spaces/LTRXTS/pages/106856722/L atest+version+of+the+Secure+Com+
Port+Redirector

Com Port Setup

(& |MPORTANT) You must have Administrator privileges on your computer to complete the installation.

1.  Run the SCPR_x64CD_4.3.2.1.msi installer. Follow the instructions to install the Lantronix SCPR
using default settings.

2.  Run the Secure CPR Manager application.
3. Click Add/Remove.

{@v Secure CPR Manager4.3.2.1
Eile ComPert Device Tocls Help
L] Save 2] Refresh 2 Search For Devices (o Exclude
Com Porkts Hide &) Com Port Ust  General Tests
EFS3 All Com Poris (53) ] | comoa 1P Address
b o TS BCon' tncerstc
g . , 129Cum-€[h )
B, P - B 1 Com 5 (inaccessible)
. % L T 2 Com 6 (inaccessicle)
1B Com 7 (in: T Com 7 (inaccessitle)
13 Com 8 (ina ble) T2 Com 8 (inaccessitle)
1P Com 9 (Inax ible:) 127 Com 9 (Inaccessible)
Cor In siblez) om i ]
1@ T2 Com 10 (inaccessible
 Com 11 (Inaccessible) T2 Com 11 (Inaccessble)
- 9 Cor (Ina sible) v&m 12 (inacocesshile)
© Cor In sible) 12 Com 13 (lnaccessble)
E (Inaccessible) ?Cum'l-‘rilnanaessble}

4. Check an available Com port and click OK. Com ports that are grayed out are already
used and cannot be selected.

NOTE ) Do not use Com ports 1-4.
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Host field.

Click Save.

Click the Com port you just selected in the All Com Ports pane on the left.
Type the IP address of the dormakaba RS232 LAN module installed in the ARGUS gate into the

Type 10001 into the TCP Port field.

B Secure CPR Musager 41 2.0
e LComPort  Device ook Hep

e Gpgarch For Davicer i) Declude
Hde g Semngs
Comn T ihiane)
Virddow'y Part Mamg
Vilrelow's Device Mame Coem Stmtas Cledend
Tbredoas Service M Hataoih Suna  Dibocreecied

Rgaarita Dulala Carcal Bty

[ Buflar irien | e chaciond o betier wrin perkemgecs |
[ Server Rcorract
e bt Tl

Marraal « ool chiin] e’ dirwiet TCPPan

TH0000 D | Merpdive Tme (msec) MO0 D eendlvoe Interval imsec)

= Consecton Timeoul (n seconds
& Timecet Feconmect 0 18- Pecormect Limit 10

This varson of CPR doss not support RFCIZNZ |
s AlS 1o bo snsbisd af the cane Bma, Thin
willl B mapporied ina ubure werson of ©FH |

Ta DTR s DCD. DSR dvays aciven

i’ﬂ@#@‘ﬂ;ﬁﬂ}ﬂﬂwwg :

o

10. Click Install.

9. Click Yes when prompted to save settings.

EZ] Windows Security X

Would you like to install this device software?

Mame: Lantronix Ports (COM & LPT)
ZF Publisher: Lantronix, Inc.

B Always trust software from “Lantronix, Inc.”.  |_Install | | Dop'tinstall |

(17 You should enly install driver software from publishers you trust. How can |
i i B ftware is saf ingtall?

de which
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11.  Wait for the process to complete, shown in the lower-left corner of the window.

Settings have been saved

NOTE ) To test the connection, the ARGUS gate must be powered on and connected to your network.

Eie
1 10.188.333.206
2
S
4
5
13
Device List
IP Addrass #Pots  TCP Pod  Product [[n] HW Address

PUD3907R4-0
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12. Click the Com # Tests tab.

13. Click Open and verify the Com port connects successfully.

B Feose CPR Margger 4121
Fie CemPen Dedoe  Tesh  Help
AddFarvient [ Save Aglresn el Pt Dottt ) Bnthune
Con Purtn Hidn & Setrgn Com S Taats
=L Ml Com Porte (1} [FpenTine
-3, Cam 5 - §
El Com 8
haa Ciose ConSise:  Dpes
Hrwandh Tales Cawebiing i 108 TG TR
25K
e 5 e DT —3
OGO CT§ OSR m1§ DT
d4h ® % ¥ »
Lew 2 QG o Q
s Duta aTSm | | DTRW
ReEOF | AT51e | | DTRLe
i st
F Aiddirgini Ehets  TCPFed  Frodes o T Addraai Fltmaell, Pl Dz Nt
SLatu. of o Poet i D s Coewssched o W0UBLZ 1L 208 1001

Calapse [

[ReNTeeC S — |

14. Click Close.

GateKeeper will not be able to connect to the ARGUS gate.

15. Repeat steps 3-13 for each ARGUS gate you want to set up.

NOTE ) Com ports support only one connection at a time. If you do not close the connection after testing it,
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GateKeeper Setup

NOTE ) This section assumes you have already installed GateKeeper using the default locations shown in the
installation instructions above.

1.  Open Windows Explorer and go to the C:\inetpub\wwwroot\GateKeeper folder.

2.  Right click the Web.config file, select Open With, and click Notepad.

Opar i v Moo Vel Stee 204 Tosh I dgplosion,
[T re——— by ol asin X0
Sondie y| 2 ]
— Chiin el gy

G WebeenRy Oee mocifes: L0010 M [-—

- COMI e T ]

Craste shasicut
Dotz
L]
Frapess

NOTE ) You can edit the Web.config file with any application capable of editing XML files.
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3. Find the line that starts with <add key="CPRFolderPath" value=. Enter the path to your computer’s
Documents\Lantronix\SCPR folder.

4. Save the Web.config file and close it.

7 Web.config - Motepad
File Ed® Format View Help
<?xml version="1.8" encoding="utf-8"2>
el--
For more information on how to configure your ASP.NET application, please wisit
http://go.microsoft.com/fwlink/?LinkId=381838
-3
<configuration>
<configsectionss
<!-- For more informaticn on Entity Framework configuration, visit http://go.microsoft.com/fu)
<section name="entityFramework” type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSd
<fconfigSectionsy
<connectionStrings»
<add name="UserConnection™ providerName="System.Data.SqlClient” connectionString="Data Sourceq
Id=sglexpress;Password=alvarado;MultiplefctiveResultSets=True™ />
<add name="TurnstileConnection” providerfame="5ystem.Data.5qlClient” connectionString="Data 54
Id=sglexpress;Password=alvarado;MultiplefctiveResultSets=True” />
<fconnectionStrings>
<appSettings»
<add key="webpages:Version™ value="3.8.8.8" />
<add key="webpages:Enabled” wvalue="false" />
<add key="ClientValidationEnabled” walue="true" />
<add key="UnobtrusivelavaScriptEnabled™ value="true™ />
<add key="DemoMode” value="false" /»
<add key="GateKeeperPort” value="5888" />
<add key="LaneConfigURL" walue="}XX" />
<add key="EmailHost" walue="JXX" />
<add key="EmaillUsername” wvalue="XXX" />

- = '+ # Gl Y
!(add key="CPRFolderPath” value="(:‘Users\AMO\DocumentsLantronix)\SCPR"™ fﬂ I
<fappSettings>

<system.web>
| santhanticatrion medos"Hang™
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Configure IS

Click Start and type IIS into the search bar.
2.  Click Internet Information Services (lIS) Manager.

Programs (1)
o Inteanet Information Services (B5) Mansger

»
»
-

> T Picdy debuliy

[l %] | Sherdewn | » |

Double-click the host computer’s name to expand the list and select Application Pools.

Right-click within the center pane and select Add Application Pool.

W3 Intarnat information Tardcet (15 Weragar - o x
75 [0 Aot o ApshcenPeck a e
file  Yiew Heop
Ciranestione & o Astione
- ;! Application Pools i
A - - FrANCH Thiti page Ity you view and mange e lil of spebcation peck on Uhe e Application pook s
oo Applation Fool ipeiabid Wtk e roir IOEERE, CERLEA B 6 ARER BDpliiae, and prevede isslalien b (7]
o e dMprens sppiicRins.
- i Dicfoult Wees See o
3 [ spuat chant . — N r O G otn Soirer AR e o) o ecuping ed
W el Hare et NETCLRN. Mseoged Dipal . identiy Applirati
» i Blinkieb NMET w20 Saamed 2D Intagratad Apphiationlesid. O
¥ LanaCantsy SohHET vk Clasin Maned  vib Clatsie AppbiaerPethd.. ©
AhMET vl aned LD st abad Al srrier P, 0
LI wid Cligoi Mened vl Clasic Applsatignboshd.. 1§
ShOlmeic MET Agplool fessed  wlO Clasic ApplicationPocld.. O
o HDwfaultopPosd Pated ol Inbigrutad ApplcationPechd.. 4
T Add Apshcation Pecl.
Sui Appiication Pool Defauls.,
@ vy
< »
Tastoren Vigws |1, Gantent Vi
Fasdy b |
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5. Enter GateKeeperAppPool for the name and click OK.
Add Apgplication Pool 4 X
Mame:
GateKeeperAppPool
.NET CLR version:
MET CLR Version v4.0.30319 W
Managed pipeline mode:
Integrated ~
[ Start application pocl immediately
oK Cancel
6. Click the App Pool you added and click Advanced Settings... in the right pane.
W nternet Infoamation Services (15} Manager - 0O x
(BT [ 3re AMCMUCE v Application Prcls w o~ o
File Yiew Help )
PMH. I Q"i! Application Pools ?h_" T
e W AMC-NLCS (AMIC-MUC AME) ; ; ; Sat Applation Pool [
3 Apptcatin Posis :m&wm;":ﬂ L”nﬁﬂﬁa':‘n’a“ﬁmm":ﬁ:: aﬁ" Appiication Pool Tesks
w [ Sibes dlierent appicatssnd. b St
i {~pospie Fae: - % Ge - (GaShow s | Growpby: o Growping - poy
3 i GateKesper Hareg Suled  METCLRV. Managed Pipd.  ldentity Applicati
» ¥ Gbeeeperd L METV20 Suited w20 Integtited ApslicaticaPocld . 0
» ¥ GliskWed [ METW20CIasske  Steted V2D Classie ApplicationPoold . 0
¥ % LaneCenfig O HET w5 Strted WD Integested ApglicationPoolid. 0
0¥ MET v4.5 Classic Suited  wi0 Clagsic ApglicaticaPosld . 0
L Classic NET AppPool Staed w20 Claseic ApslicationPoold.. 0 -
2 DefauigpPool __ Stted a0 Intagested policationPoclid. 4 -
0 -
Ready .
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7.  Click the [...] button for Identity.

Advenced Settings 7 b
Limit Action HNohction -
Limnit Inberval (minutes) 5
Processor Affinity Enabled False
Processor Alfinity Mask AZSR6TING
Processor Alfinity Magk (§4-bit o A294067255

v Process Model
» Generate Process Model Event L
Apphcationposdeniy
Idie Time-cut (manutes) 20
Idie Tame-out Action Terminate
Load User Profile Toue
Maximuen Warker Progesses 1
Ping Enabled True
Ping Maxierium Response Time s 50
Ping Period (teconds) El

Shutdewm Time Limit (seconds) 50

Statup Time Limit (seconds) 80
v Process Orphaning

Enabled False b
Identity '
[identityType, usemname, passwaord] Configures the application peol to run

a1 built-in account, i.e. Applcation Poal Identity (recommended), Metwark
Service, Local System, Local Sendice, or a5 a specific user identity.

0K Cancel

8. Select Local System from the Built-in account dropdown list and click OK until you return to the 1IS
screen.

Applcation Pool Identity ? w0

® Built-in account:

Le-calSystem -

LocalService

O
MNetworkiervice .
|ApplicatisnPoslidentity =8
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9. Click GateKeeper in the left pane to select it and click Basic Settings... in the right pane.

] Inberret Infirmation Sensens (15 Manbge: - o
¢_: Fop AMC-NUCT b Skes o DefaukWeb Sie + Cotelotper + [ oW
By Waw  Helg
Carned i
* "; fGatekeeper Home
R - i Gt o oo =
vl St ATRET
L T ew Witual D Ll
- d o) e A [ =t =
i ] = Y 3 s and -
HET MET HET Eiror MET HET Paclily .'d'l:ht HET Trast i
Autherzit. . Compliion  Pagn  Getulitation Liwshi e pe—
- TR jr— - [ Boowse =58 (st
a P B FE R LH -
METUars  dgpication  Connection blachingKry Pegesand  Providies  Sespon Sate =
g2 firnga Lentrah ‘7"1""‘_ i )
@l : -
SATE §-mad
L1 -
A 9 o B @ @& 4
Pigherte.. Competisisn  Delaull Derbcmeey  Emd Pages Handlier HITF
Cocument  Browdieg Lugpngs  Resgon.
B = o = & §
Loggrg LAMETypm  Modde  Ouiput  Regqeast 551 Sattings
Catbirg  Fileing ri
[Pt i | 2 Corarn i
Rascy e
10. Click Select.
Edit Application ? X
Site name:  Default Web Site
Path: f
Alias: Application pocl:
| | |DcfnultAppPuol l I Select...
Example: sales
Physical path:
|%S)rstr_m[]ﬁvc%‘-.inctpub\vmwronﬁﬁat:l(ecpr_r
Pass-through authentication
Connect as... | | TestSettings...
[] Enable Preload
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1.

Select GateKeeperAppPool from the Application pool dropdown list and click OK until you return to

the IS screen.

Select Application Peol ? X

Application pocl:

GateKeeperAppPool w
JMET w2.0

MNET v2.0 Classic

JMET wd.5

JMET vd.5 Classic
Classic NET AppPool

DefaultippPool
GateKeeperAppPocl
ok T Concel
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