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Preface

Document Overview

This document instructs qualified personnel how to install and configure Alvarado’s GateKeeper software.
Qualified personnel include IT personnel and anyone else who has experience working with Windows and SQL.
After completing this guide, GateKeeper will be ready for use.

This guide only covers installation and initial configuration. For more information on using the GateKeeper
application, refer to the GateKeeper User Guide. Contact Alvarado Technical Support for a copy.

Before You Begin

The GateKeeper host machine requires third-party software be installed prior to beginning this installation
process. This guide lists the required configuration settings for this software when applicable, but installing and
configuring this software beyond what is required to run GateKeeper is beyond the scope of this guide.

This guide uses screenshots taken on a Windows 10 computer using SQL Server 2019
NOTE Express edition. There may be visual differences when installing GateKeeper on other
operating systems and SQL versions, but the overall process remains the same.

Minimum Host Computer Requirements

Operating System: | Windows 7 Professional or Windows Server 2008 R2
CPU: | 1.4 GHz, 64-bit
RAM: | 2 GB
Available Disk Space: | 20 GB

&IMPORTANT You must have Administrator privileges on your computer to complete the installation.

Minimum Software Prerequisites

The software versioOns indicated below are the minimum versions required for GateKeeper, but GateKeeper will
work with higher software versions as well. Ensure all required software is installed on your host computer
before you begin the GateKeeper installation process. See below for instructions on configuring these
applications specifically for use with GateKeeper.

e .NET Framework 4.0
e Web Deploy 3.0
e |ISRoles 7.0

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 3
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Required Files
You must have access to these files on your host machine before beginning the installation process.

e SQL Server or SQL Server Express installer (.exe file available from Microsoft)

NOTE GateKeeper will work with SQL version 2008 R2 or higher.

e SQL Server Management Studio installer (.exe file available from Microsoft)

o GateKeeperWeb.zip file (provided by Alvarado)

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 4
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Initial Software Configuration

Enable IIS Roles

1. Click Start and begin typing Turn Windows features on or off.

2. Click Turn Windows features on or off when it appears. The Windows Features box will open and
load a list of features. It may take some time for the list to load.

All Apps Documents Settings Email More N/ Feedback

Best match
0]

=~ Turn Windows features on or off
Control panel []

Turn Windows features on or off

Control panel

f Open

O turn windows features on or of‘ﬂ

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 5
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3. Click the + next to Internet Information Services to expand the folder.

4. Expand the subfolders and check the box for the bolded features shown below.

Internet Information Services
e Web Management Tools
o IIS Management Console
e World Wide Web Services

o Application Development Features
= _.NET Extensibility*
= ASP.Net*
» [ISAPI Extensions
= |ISAPIFilters

o Common HTTP Features
= Default Document
= Directory Browsing
= Static Content

o Health and Diagnostics
= HTTP Logging
= Request Monitor

o Performance Features
= Static Content Compression

o Security
= Request Filtering

* Check the box for each version of .NET you have
installed.

[l Windows Features - O

X

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn 2 feature off, clearits
check box. Afilled bex means that only part of the feature is turned on.

am
@ [ FTP Server
© [ | WebManagement Tocls
@ [ | 1S 6 Management Compatibility
IS Management Consale
[/ | 1S Management Scripts and Tools
[ | 1S Management Service
& [ | World Wide Web Services
= @ | Application Development Features
NET Extensibility 3.5
NET Extensibility 4.7
Applicatien Initialization
ASP
ASP.NET 3.5
ASP.NET 4.7
CGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
2 @ | Common HTTP Features
™| | Default Document
[ | Directory Browsing
M| | HTTP Errers
[0 . HTTP Redirection
[ | Static Content
[ | WebDAV Publishing
= @ | Health and Diagnostics
[0 | Custom Logging
HTTP Logging
[ | Logging Tools
O | 0DBC Logging
[ | Request Monitor
O | Tracing
= @ | Performance Features
[ | Dynamic Content Compression
[ . static Content Compression
= @ | Security
Basic Authentication
Centralized SSL Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
1i$ Client Certificate Mapping Authentication
IP Security
Request Filtering
URL Autherization
Windows Authentication

Cancel

O0EORdO0REA

0oRooooag

A

v

5. Click OK. It may take several minutes for the change to apply. The Windows Features box will close

automatically when the change is applied.

{5 Windows Features

Windows completed the requested changes.

Close.

6. Click Close.
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1. Verify IIS is working properly.

a.

Open a web browser.

GateKeeper v3 Installation Guide | Version 4.1

b. Type http://localhost into the address bar and press Enter.

C.

Verify the browser displays the IIS screen, shown below.

QO D locaihest

HR Windows

Internet Information Services

Bienvenue | Te:

£3c# Benvenuto | it

4 ,5*” Bienvenido Hos geldiniz |

| Kaddg
vitgite oploare

Microsoft Willkommen |VEIKOMImEN

Odvozsljk

- o

o x

o ® L n D@

Welkom

NOTE

If you encounter an error instead of the IIS screen, reinstall .NET framework.
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Install and Configure SQL

This section describes how to install a new version of SQL Server 2019 Express and configure it for use with
GateKeeper. Other versions of SQL (2008 R2, 2012, etc.) may appear different, but the overall process remains
the same.

1. Run the SQL installer.
2. Click Basic.

SQL Server 2019
Express Edition

Select an installation type:

Basic Custom Download Media

Select Basic i ior 0 S m ins i load SQL Server setup files
install the se I nd install them later on a
Engine featu h defaull t choose machine of your choice.
configuration.

SQL Server transmits information about your installation experience, as well as other usage and performance data, to Microsoft to help improve
the product. To learn more about data processing and privacy controls, and to tum off the collection of this information after installation, see the

3. Click Accept to accept the license terms.

4. Leave the INSTALL LOCATION set to the default value and click Install. Wait for the installation to
complete. It may take several minutes to complete the installation.

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 8
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5. Click Customize.

SQL Server 2019
Express Edition

Installation has completed successfully!

INSTANCE NAME CONNECTION STRING
SQLEXPRESS Server=localhost\SQLEXPRESS;Database=master;Trusted_Connection=Tru¢ '_

SQL ADMINISTRATORS SQL SERVER INSTALL LOG FOLDER

DDCQ\bohannda C:\Program Files\Microsoft SQL Server\150\Setup Bootstrap\Log\2021110

FEATURES INSTALLED INSTALLATION MEDIA FOLDER

SQLENGINE C\SQL2019\Express_ENU

VERSION INSTALLATION RESOURCES FOLDER

15.0.2000.5, RTM C:\Program Files\Microsoft SQL Server\150\SSEResources

{©- Connect Now Customize Install SSMS

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 9
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6. Leave settings set to default and click Next until you get to the Instance Configuration screen.

7. Enter GATEKEEPER into the Named instance field and press Tab. The Instance ID field will be
automatically filled in.

T SQL Server 2019 Setup - [m] X

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Inst: Db part of their ion path.
Global Rules O Default instance
Microsoft Update I @® Named instance: IGATEKEEPER l I
Product Updates
Install Setup Files
Install Rules Instance ID: [GATEKEEPER ‘
Installation Type
License Terms
Feature Selection SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL15.GATEKEEPER

Feature Rules R
Installed instances:
Instance Configuration

Server Configuration InstancLNarpe Instance ID Features Edition | Version
D Engine Confi SQLEXPRESS MSSQL15.SQLEXPR... | SQLEngine Express 15.0.2000.5
T =
Feature Configuration Rules SQLEXPRESSO1 MSSQL15.SQLEXPR... | SQLEngine Express 15.0.2000.5
Installation Progress
Complete
< Back Next > Cancel |
8. Click Next.
Copyright © 2021 Alvarado Mfg. Co., Inc. Page 10
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9. On the Server Configuration screen, ensure both SQL Server Database Engine and SQL Server
Browser have their Startup Type set to Automatic.

T SQL Server 2019 Setup - [m] X

Server Configuration

Specify the service accounts and collation configuration.

Global Rules Service Accounts  Collation

Microsoft Update

Product Updates Microsoft recommends that you use a separate account for each SQL Server service.

Install Setup Files Service Account Name Password Startup Type
Install Rules SQL Server Database Engine | NT Service\MSSQLSGAT... ‘ Automatic |~
Installation Type SQL Server Browser NTTAUTI-]ORITY\LOCAI. | Automatic v
License Terms -

Feature Selection [] Grant Perform Volume Maintenance Task privilege to SQL Server Database Engine Service

Feature Rules This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead

Instance Configuration to information disclosure by allowing deleted content to be accessed.

Server Configuration Click here for details

D. Engine C

Feature Configuration Rules

Installation Progress

Complete
< Back Next > Cancel
10. Click Next.
Copyright © 2021 Alvarado Mfg. Co., Inc. Page 11
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11. On the Database Engine Configuration screen:
a. Select Mixed Mode (SQL Server authentication and Windows authentication)

b. Enter a password for the system administrator account according to your local policies into the
Enter password and Confirm password fields.

T SQL Server 2019 Setup - O X

Database Engine Configuration

Specify D: Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.

Global Rules Server Configuration Data Directories TempDB Memory UserInstances FILESTREAM
Microsoft Update
i icati admini Datat i
Product Updates Specify the authentication mode and for the Engine.
Install Setup Files Authentication Mcde
Install Rules (O Windows authentication mode
Installation Type = . s S
: I @® Mixed Mode (SQL Server auth and Windows authentication) I
License Terms
Feature Selection Specify the password for the SQL &er system administrator (s3) account. —————————————
Feature Rules Enter password: Iooo.oco oo ‘
Instance Configuration I I ‘
. ELLLLL LT L
Server Configuration Cbmpasswords
D; Engine Configurati Specify SQL Server administrators
Feature Configuration Rules [ | 5C) Server administrators have
Installation Progress. unrestricted access to the Database
Complete Engine.
Add Current User Add... Remove
T 1
< Back Next > Cancel |
12. Click Next.

13. Wait for the installation process to finish successfully and click Close.

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 12
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Install and Configure SQL Server Management Studio

You will need to restart your computer to complete the steps in this section. Save your

NOTE work and close all other programs before installing SQL Server Management Studio.

1. Run the SQL Server Management Studio installer.

2. Leave the Location set to default and click Install.

RELEASE 18.10

W Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click “Install” to begin.

Location:

C:\Program Files (x86)\Microsoft SQL Server Management Studio 18 Change

By clicking the "Install” button, | acknowledge that | accept the Privacy Statement and
the License Terms for SQL Server Management Studio and Azure Data Studio

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To leam more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

documentation
Install Close

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 13
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3. Click Restart to restart your computer and complete the installation process.

RELEASE 18.10
Microsoft SQL Server Management Studio
with Azure Data Studio

Restart required in order to complete setup.
All specified components have been installed successfully.

The computer needs to be restarted before setup can continue.

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 14
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Configure SQL Login

1. When your computer restarts, click Start and begin typing Microsoft SQL Server Management
Studio.

2. Click Microsoft SQL Server Management Studio when it appears. Your version may be different than
the one shown in the image below.

All Apps Documents Settings Email More v/

Best match
]

= Microsoft SQL Server

e = -
Management Studio 18 - g
Desktop app =

Microsoft SQL Server Management Studio 18

Desktop app

i Open

LS Run as administrator
Open file location
Pin to Start

Pin to taskbar

B ¢ p B

Uninstall

L Microsoft SQL Server Management Studio| 18

Copyright © 2021 Alvarado Mfg. Co., Inc.
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3. Enter the appropriate information into the Connect to a Server box and click Connect.

a. The Server name field should automatically display the GateKeeper instance you created. If you
have more than one SQL server instance, enter the Host Machine Name\GATEKEEPER into
this field. In the example below, the host machine name is USCNODTFPHR903.

b. Set Authentication to Windows Authentication to use the login credentials for the Windows
user currently logged in. The current Windows user must be an approved server administrator
to use this login method. See step 0 on page 12.

c. Set Authentication to SQL Server Authentication to use the system administrator password
you set up in step 0 on page 12.

¥ Connect to Server X
SQL Server

Server type: :Ealabase Engine ~

Server name: ] USCNODTFPHR903\GATEKEEPER) v

Authentication: _Wndows Authentication ~

Cancel Help Options >> ‘

4. Click the + to expand the Security folder.
5. Right-click the Logins folder and click New Login....

L‘g—-‘ Microsoft SQL Server Management Studio
File Edit View Tools Window Help

R | 'PS' a- Sk HQIJENEWQUQ’Y E@@nul :ﬁ:hu DAX ’ !
¥ ] - | Execute I I |

Object Explorer vy 31X
Connect~ ¥ ¥ Y &

= @ USCNODTFPHRO03\GATEKEEPER (SQL
Databases
B Security

Logiac

Sen New Login...

®

®

Cre Filter
Aug
Seny
Server ( Reports
Replica
PolyBas

®

#

Start PowerShell

®

Refresh

Management
[¥] XEvent Profiler

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 16
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6. Enter gatekeeper into the Login name field.

7. Select SQL Server authentication.

8. Create a password according to your local policies and enter it into the Password and Confirm password
fields.

9. Uncheck the Enforce password policy box.

B Login - New = O X

Select a page I Scipt ~ © Help
& General
K Server Roles
# User Mapping Login name: Igatekeeper I Search
& Securables i
P Stsius (O Windows authentication

® SQL Server authentication
Password: \ sesssese
Qonﬁrm P d: ]
(O Mapped to certficate
(O Mapped to asymmetric key
Map to Credential ]

Connection [ Mepto i Add
Server: Mapped Credentials Credential Provider
USCNODTFPHRS03\GATEKEEP,

Connection:
DDC\bohannda
¢¥ View connection properties
Progress Remove |
Ready Default database: master ]
Default lanquage: | <default> N
[Tok || canca |

Copyright © 2021 Alvarado Mfg. Co., Inc.
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10. Click Server Roles in the Select a page section.

11. Check the sysadmin box.

12. Click OK.
B Login - New - ] X
Selocta pogn T Scipt ~ @ Hebp
T Teer Taopng Server role is used to grant server-wide security privileges to a user.
K& Securables
& Status
Serverroles:
[] bukadmin
[] dbereator
[] diskadmin
[] processadmin
[ public
[] securityadmin
[ serveradmin
[ ] setupadmin
Connection
Server:
USCNODTFPHRS03\GATEKEEP,
Connection:
DDC\bohannda
¢¥ View connection properties
Progress
Ready
OK | Cancel |

Copyright © 2021 Alvarado Mfg. Co., Inc.

Page 18
All rights reserved.

PUD3907



@ALVARADO

dormakaba Group

Configure .NET 4.0

1. Click Start and type IS into the search bar.

2. Click Internet Information Services (lIS) Manager.

GateKeeper v3 Installation Guide | Version 4.1

More

Desktop app

All Apps Documents Settings Email
Best match
Ea Internet Information Services (IIS)
# Manager -

Internet Information Services (1IS) Manager

o

T v 8 d

Open

Run as administrator

Open file location
Pin to Start

Pin to taskbar

Feedback

<m,
ﬁg‘

Desktop app

3. Double-click the host computer’'s name to expand the list and select Application Pools.

4. Double-click DefaultAppPool.

&3 Internet Information Services (IIS) Manager

Ready

= O X
| [2» USCNODTFPHRI03 » Application Poals Wt @~
File View Help
Connections q- - .
2 j' Application Pools
rEl
v -4 USCNODTFPHRI03 (DDC\bOR | - yyic o lets you view and manage the list of application pools on the server. Application pools are
ot A-pplncalzan Pools associated with worker processes, contain one or more applications, and provide isolation among different
> -[@] Sites applications.
Filter: = ¥ Go - ghShow Al | Groupby: Mo Grouping -
Name Status  NETCLRV.. Managed Pipel.. Identity Applications
) .NETV20 Started  v2.0 Integrated ApplicationPoolld... 0
Y NET w20 Classic  Started  v2.0 Classic ApplicationPeolld... 0
P NETvaS Started  va.0 Integrated ApplicationPoolld... 0
LV NET w45 Classic  Sterted  v4.0 Classic ApplicationPoolld... 0
hClassic NELA Al Llacsic iGat L
L;'Derau\mpppuul Started w40 Integrated ApplicationPoolid... 1 |
< >
< > | |(E] Features View Content View

Copyright © 2021 Alvarado Mfg. Co., Inc.
All rights reserved.

Page 19
PUD3907



@ALVARADO

dormakaba Group GateKeeper v3 Installation Guide | Version 4.1

5. Ensure the .NET Framework version is set to .NET Framework v4.0.30319 (or higher) and ensure the
Start application pool immediately box is checked.

Edit Application Pool ? X
lDefauItAppPool I
NET CLR version:

|.NET CLR Version v4.0.30319 v]

Managed pipeline mode:

Integrated v

| [ Start application pool immediately |

| OK | Cancel

6. Click OK.
7. While DefaultAppPool is selected, click Advanced Settings in the Actions pane.

&3 Internet Information Services (IIS) Manager L a X
Q—‘- (—-,‘ (2 » USCNODTFPHRI03 » Application Pools B @ -
File View Help
‘ Connections \ - < =
» 1 Q§l Application Pools
I {
i § l}ﬁS)CNOl?TFFjHRQ% (DDC\bok This page lets you view and manage the list of application pools on the server. Application pools are associated
e Application Pools with worker processes, contain one or more applications, and provide isolation among different applications.
> -[&] Sites
Filter: + ¥ Go - (G Show All | Group by: No Grouping v o
Stop
Name Status .NETCLRV... Managed Pipel... Identity Applications : % 2 :
-~ ecycle...
D NETv20 Stated  v20 Integrated ApplicationPoolld... 0 i
12} NETv2.0 Classic Started V2.0 Classic ApplicationPoolld... 0 Ekt Application Foal
(2 NETvA5 Started  v4.0 Integrated ApplicationPoolld... 0 [ Basic Settings..
.3 NET v4.5 Classic Started  v4.0 Classic ApplicationPoolld... 0 I
(2 Classic .NET AppPool Started  v2.0 Classic ApplicationPoolld.. 0 Advanced Settings...
| .1 DefaultAppPool Started  v4.0 I i ApplicationPoolld... 2
View Applications
@' Help
|
< > Features View Content View
Ready 8.

8. Change the General > Start Mode setting to Always Running.

9. Change the Process Model > Idle Time Out (minutes) setting to 0.
10. Change the Recycle > Regular Time Interval (minutes) setting to 0.
11. Press OK.

Copyright © 2021 Alvarado Mfg. Co., Inc.
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1. Inthe IIS Manager, double-click the Sites to expand the list and select Default Web Site.

@3 Internet Informaticn Services (IIS) Manager

v -83 USCNODTFPHR303 (DDC\bok
) Application Pools
v -[& Sites

> |€) Default Web Site

/(:J: @ » USCNODTFPHR903 » Sites » Default Web Site »
File View Help
Connections .
E @ Default Web Site Home

Filter:

- Go ~ % Show All

IS
& g
l\.« —d

Authentic... Compression  Default Directory
2. Click Import Application in the Actions pane.
- o X
& ey &

Actions
21 Explore
= El' Edit Permissions...
N Edit Site
=Eb f( Bindings...
= 9 D Basic Settings...
HTTP ISAPI Filters /
Respon...
Manage Website
o Restart
b
& B Stop
Browse Website

(€] Browse ™80 (http)

Advanced Settings...

Configure
Limits...
HSTS...

Deploy

@ Import Application...
s

@ Help

NOTE

Appendix 1 on page 36.

If the Deploy section does not appear, and you are using Web Deploy 3.5 or above, see

3. Click Browse, select the GateKeeperWeb.zip file, click Open, and click Next.

Copyright © 2021 Alvarado Mfg. Co., Inc.
All rights reserved.

Page 21
PUD3907



@ALVARADO

dormakaba Group GateKeeper v3 Installation Guide | Version 4.1

Import Application Package T X

&Tj Select the Package

Specify the location of the package (for example, C:\WebApplication.zip).

Package path:
|
Cancel |
Open X
« v ; > ThisPC > Downloads Search Downloads »P
Organize v New folder ~ [[@ 9

Name Date modified Type Size

¥ GateKeepdWeb.zip 5/26/2021 447PM  Compressed (zipp... 14,045 K8

> o Quick access
>
>

>

> [ This PC

> ¥ Network

File pame: | GateKeeperWeb.zip Fangage files (*.zip) ~

Cancel

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 22
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4. Accept the default selections on the Select the Contents of the Package screen and click Next.

Import Application Package T X

&_j Select the Contents of the Package

Package contains:

v -[7] @ Web Application (C:\Current\GateKeeperWeb\GateKeeperWeb v, Path C:\Current\GateKeep|
: V| Create an application (C:\Current\GateKeeperWeb\GateKeep
i v- .'D File System Content (C:\Current\GateKeeperWeb\GateKeepe!

> -[¥]3 CA\Current\GateKeeperWeb\GateKeeperWeb v2.7 t55\Gat
: -] Grant permissions (C:\Current\GateKeeperWeb\GateKeeperWeb
] L Grant permissions (C:\Current\GateKeeperWeb\GateKeeperWeb

Advanced Settings... ‘

| Previous Finish Cancel |

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 23
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5. Replace the “XXX” values in the TurnstileConnection and UserConnection fields with the values
indicated below and click Next.
a. Change all instances of Data Source=XXX to the Server name you entered in step 11 on

page 12.
b. Change all instances of User Id=XXX to the Login name you created in step 6 on page 17.

c. Change all instances of Password=XXX to the Password you created in step 8 on page 17.

Import Application Package T X

5j Enter Application Package Information

Enter information that is required to install this package:

Application Path
Full site path where you want to install your application (for example, Default Web Site/Application).

Default Web Site/ |GateKeepe.1

Connection String
UserConnection Connection String used in web.config by the application to access the database.

| Data Source:XXX;'ﬂitial Catalog=GateKeeperUser;Integrated Security:FalsJUser Id:XXX;Password:XXXIVIuII] =)

Connection String
TurnstileConnection Connection String used in web.config by the application to access the database.

nitial Catalog=GateKeeperTurnstile;Integrated Security=FalsgUser |d=XXX;Password= XXX [.]

| Previous Finish Cancel

6. Verify the installation completes successfully and click Finish.

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 24
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7. Double-click Default Web Site to expand the list and select GateKeeper.

8. Right-click GateKeeper and select Edit Permissions.

33 Internet Information Services (IIS) Manager

(& (9 » USCNODTFPHR03 » Sites » Default WebSite » (

G

File View Help

| E /GateKeeper Hom

v _‘83 USCNODTFPHR903 (DDC\boh

Filter: %G
-[Z} Application Pools then =2
v (@] Sites lIs
v-@ Rsfault Web .Slte i \g A
> - aspnet_client i @
> P GateKaanar Authantic Camopression  Defau
o Explore Docum
Edit Permissions... [l I e
: Fi
P  Add Application... 2
o : ; dules Outpy
#) Add Virtual Directory... Cachir
Manage Application 4
& Refresh
#K  Remove
Deploy »
{2 Switch to Content View

I

9. Click the Security tab and click the Edit button.

GateKeeper Properties X

General Sharng Securty Previous Versions Customize
Object name:  C:\inetpub\wwwroot\GateKeeper

Group or user names:

TICREATOR OWNER A
HS21USR
82 SYSTEM

U2 SAminictrstars (1 ISCNANTEDH RGN Sdminictrstarel
< >

To change pemissions, click Edi.

Pemissions for CREATOR

OWNER Allow Deny

Full control 2
Modify

Read & execute

List folder contents

Read

Write v

For special pemissions or advanced seftings, | )
dlick Advanced. (iAdvanced’ |
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10. Select the Users ([Host Name]\Users) item from the Group or user names list and check the Allow box
for Full Control. In the image below, the Host Name is USCNODTFPHR903.

11. Click OK.

Permissions for GateKeeper X

Security

Object name:  C:\inetpub\wwwroot\GateKeeper

QFOUD or user names:

22 1IS_IUSRS (USCNODTFP
82 TrustedInstaller

$i2 DefauttAppPool

<

Pemissions for Users

Full control

Moddy

Read & execute
List folder contents
Read

[0k J | Canced || aosy
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12. Click Advanced.

Copyright © 2021 Alvarado Mfg. Co., Inc.
All rights reserved.

GateKeeper Properties

General Sharing Securty Previous Versions Customize
Object name:  C:\inetpub\wwwroot\GateKeeper

Group or user names:

~YCREATOR OWNER A
SR1USR

82 SYSTEM

G2 ddminictrstare (1 1ISCNONTEPHRAN N Adminictrstars)
<

To change pemissions. click Edi. [ Edit

Pemissions for CREATOR
OWNER Allow Deny

Full control A
Modify

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings,
click Advanced. Adyonced

[ ok ][ concel |[ o

GateKeeper v3 Installation Guide | Version 4.1
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13. Select the Users ([Host Name]\Users) item from the Permission entries list. In the image below, the
Host Name is USCNODTFPHR903.

14. Check the Replace all child object permission entries with inheritable permission entries from
this object.

15. Click OK.
Advanced Security Settings for GateKeeper m] X
Name: C\inetpub\wwwroot\GateKeeper
Owner: Administrators (USCNODTFPHR903\Administrators) 9 Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to 2
82 Allow  DefaultAppPool Read None This folder, subfelders and files
82 Allow  lIS_IUSRS (USCNODTFPHR90... Read & execute C\inetpub\wwwroot\ This folder, subfelders and files
82 Allow  Trustedinstaller Full control C\inetpub\ This folder, subfolders and files
82 Allow  SYSTEM Full control C\inetpub\ This folder, subfolders and files
82 Allow  Administrators (USCNODTFP...  Full control C:\in&l&b\ This folder, subfolders and files
82 Allow  Users (USCNODTFPHR903\Us... Read & execute C\inetpub\ This folder, subfolders and files I

Allow  CREATOR OWNER Full control / C:\inetpub\ Subfolders and files only

. Add | Remove \ . View

Disarble inhelitancrer }

I [Replace all child object permission entries with inheritable permission entries from this object I
e

I

OK Cancel Apply |

16. Click Yes when prompted to continue.

Windows Security

This will replace explicitly defined permissions on all
descendants of this object with inheritable permissions from
GateKeeper.

Do you wish to continue?

Yes | No

17. Click OK.

18. Close the Internet Information Services (1IS) Manager.
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Test for Correct Installation

From Host Computer

1. Open a web browser.

2. Type localhost/gatekeeper into the address bar and press Enter to go to the GateKeeper Login

screen.
O D togn x|+ A
&« =2 C @ @ locathost/GateKeeper/User/Login 5 T @
() ALVARADO
o www.alvaradomfg.com
GateKeeper

Please sign in

Remember me?

Forgot Password?

Alvarade ® 2016

3. Type admin for the Username and Admin@123 for the Password and click Log In. Verify the screen
looks like the one shown below.

D DO woecations x |+ B
T T N

Locations ~ 2= Location List o5 Utilities # Settings @ Logout

Locations

+ Add Location

Location List

No sections set up

Copyright Alvarado © 2021 @ALVARADO GateKeeper v2.7
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From a Networked Device

1. Open a web browser.

2. Type <IP Address>/gatekeeper into the address bar and press Enter to go to the GateKeeper Login
screen. Replace <IP Address> with your host computer’s IP address.

3. Type admin for the Username and Admin@123 for the Password and click Log In. Verify the screen
looks like the one shown below. The IP address of the host computer in the image below is
10.188.233.178.

D O Locations x |+ = = 2
= C @ £ Not secure | 10.188.233.178/GateKeeper/ s = @
Locations ~ E= Location List o5 Utilities # Settings @ Logout
Locations
+ Add Location
Location List
No sections set up
Copyright Alvarado @ 2021 @ALVARADO GateKeeperva.7
Copyright © 2021 Alvarado Mfg. Co., Inc. Page 30

All rights reserved. PUD3907



@ALVARADO

dormakaba GrOUp GateKeeper v3 Installation Guide | Version 4.1

Password Reset

Follow the steps in this section to set up the password-reset system. To use this system, you must have either
an email account set up on an email server or a free Outlook.com email account.

To use the GateKeeper password reset feature, you will first need to input the account information for the email
address that will generate password reset instructions. Two types of email accounts may be used: 1) an email
account setup on the facility’s mail server, or 2) a free Outlook.com email account.

You must have the following email account information to set up the password reset feature:

e Host name of your email server
e Email address

e Password for the email address

Set Up Password Reset Email Account

1. Open Windows Explorer and go to the C:\inetpub\wwwroot\GateKeeper folder.

2. Right click the Web.config file and click Open With.

I || GateKeeper = B X
o
<« aiit > This PC > Local Disk (C) > inetpub > wwwroot » GateKeeper v O Search GateKeeper »
i Neme - Date modified ype Size. Web.conﬁg
bin CONFIG File
Content
fonts
Images
Scripts
Sounds
Views Date modified: 11/11/2021 %54 AM
[ This PC | favicon.ico 32KB Size: 6.05KB
', Global.asax KB Date created: 11/11/2021 8:25 AM
P Nowosk ] packages.canfig 4KB
(] Web.config 7k
l Open with
.ERCVSHA >
£ Share
7 Scan with Apex One
Restore previous versions.
Send to >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Tlitems  1item selected 605 KB ==
3. Select Notepad.
NOTE You can edit the Web.config file with any application capable of editing XML files.
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4. Find the following text strings in the file. Change “XXX” in the text strings to the indicated values. Include
the quotation marks.

<add key="EmailHost" value="xxx" />
<add key="EmailUsername" value="XXx" />
<add key="EmailPassword" value="XXX" />

e  “EmailHost” should be set to your email host server’'s name.

e  “EmailUserName” should be set to the email address of the account that will send the reset
password message.

e  “EmailPassword” should be set to the password of the email address defined above.

5. Save the file and close it.
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Set Up Default Admin Email Account

GateKeeper v3 Installation Guide | Version 4.1

1. Follow the steps in the Test for Correct Installation section to log into GateKeeper.

2. Click Settings.

B [ Locations x Wi
& C M (@ localhost/GateKeeper/

Locations ~ i= Location List

Locations

+ Add Location

More Dezail Less Detail

Location List

No sections set up

Copyright Alvarado © 2021

= O X

1) = Not syncing (&

of Utilities

& Settings @ Logout

@ALVARADO GateKeeperv2.7
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3. Click User Settings.

B [ Settings x |+ - o %
& C M A Notsecure | 10.188.233.178/GateKeeper/Section/Settings % | ¥=

Locations ~ I= Location List of Utilities & Settings @ Logout

Settings

A Alarm Settings
Bi Log Settings

® Notification Settings

User Settings

# User Manager

£

Copyright Alvarado © 2021 @ALVARADO GateKeeperv2.7

4. Click the Change button for Email.

B [ UserDetail x |+ - gl 7

&« C m A Notsecure | 10.188.233.178/GateKeeper/User/UserDetail 76 =

Locations ~ i= Location List of Utilities & Settings @ Logout

User Account
User Name admin # Change
Email admin@example.com # Change
Phone Number # Change
Password kb d # Change

Back to Settings

Copyright Alvarado © 2021 @ALVARADO GateKeeperv2.7
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5. Enter the email address that will receive password reset information and click Save Changes.

Locations ~

Edit Email

Email admin@example.com

Save Changes el

Copyright Alvarado © 2021

B [ Edit User Email x |+ = (m] P
< C @ A Notsecure | 10.188.233.178/GateKeeper/User/EditUserEmail 7§  ¥=

i= Location List

of Utilities

/& Settings @ Logout

@ALVARADO GateKeeperv2.7
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Appendix 1 — Web Deploy 3.5+ Additional Configuration

If you installed Web Deploy 3.5 or higher, you need to follow these additional steps at least before you do the
steps in the GateKeeper Installation section on page 21. This section uses Web Deploy 3.5 for instructions
and illustrative purposes.

1. Click Start and begin typing Add or remove programs.

2. Click Add or remove programs when it appears.

All Apps Documents Settings Email More v/ Feedback

Best match
w

Add or remove programs =
System settings
Settings

iE Apps & features > Add or remove programs

System settings

C{ Open

L Add or remove programs
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3. Click Microsoft Web Deploy 3.5 in the list and click Modify.

Settings = ] X
@ Home Apps & features
[ ~] 11/10/2021
I Find a setting pe [
E Microsoft VSS Writer for SQL Server 2019 1.78 MB
Apps 11/9/2021

Microsoft Web Deploy 3.5 1.9 MB
11/2/2020

i Apps & features

3.1237.1764

Default apps
Uninstall

[ Offline maps

iji

o Microsoft Whiteboard 349 MB
@ Apps for websites gl Microsoft Corporation 11/9/2021
Miss Marple Agent 3.86 MB
O3 Video playback lo 1/23/2020
3 Startup Pl Mixed Reality Portal 16.0 KB
> Microsoft Corporation 7/1/2021
4. Click Next.
5. Click Change.
4 Microsoft Web Deploy 3.5 Setup - X

Change, repair, or remove installation

Select the operation you wish to perform.

Lets you change the way features are installed.

Repair
Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes Microsoft Web Deploy 3.5 from your computer.

Back Next Cancel
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6. Change /IS Manager Ul Module to Will be installed on local hard drive and click Next.

) Microsoft Web Deploy 3.5 Setup

Custom Setup
Select the way you want features to be installed.

@

Click the icons in the tree below to change the way features will be installed.

8- '| Web Deployment Framework

Installs the UI for MSDeploy.

T3 11S Manaaer UI Module
B [ == Wil be installed on local hard drive

ntire teature will be installed on local hard dnive

&= Feature will be installed when required

Entire feature will be unavailable

X

J

Cancel

Back

Next

7. Click Change.

8. Click the arrow for Configure for Non-Administrator Deployments and select Will be installed on

local hard drive.

5

Microsoft Web Deploy 3.6 Setup

Custom Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

(=) ~ | I1S Manager UI Module
~ | I1S Deployment Handler

Configures Web Deploy to allow
non-administrators to deploy
databases and files to IIS sites for
which they have IIS Manager

| g2 Feature will be installed when required

X  Entire feature will be unavailable

Browse...

Reset ” Disk Usage

[[ Bak ][ Next ][ cancel |

9. Click Next.
10. Click Install or Change.
11. Click Finish when the process is complete.
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Enabling [IS Management Services

1. Right-click the Start button and select Control Panel.
2. Click Programs and Features.

3. Click Turn Windows Features on or off.

Ej, Programs and Features = a
<« v 4 [ > Control Panel > All Control Panelltems > Programs and Features v 0 Search Programs and Features R
c | Panel Hi :
Sreactons Uninstall or change a program
AR S—  To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or
off TS (E o o
Install a program from the ~
network Name Publisher Installed On  Size Version f
LSﬁSDconnaxion 3DxSoftware (SpacePilot Pro x64 Edition)  3Dconnexion $/7/2016 31.2MB  3.163
-Zip 15.09 beta (x64) Igor Paviov 9/7/2016 489MB 1509
dobe Acrebat DC Adobe Systems Incerporated 11/30/2017 405GB  18.009.20050
dobe Bridge CC 2017 Adobe Systems Incorporated 1/8/2018 1.20GB 7.0
Adobe Creative Cloud Adobe Systems Incerporated 9/26/2017 248MB  4.3.0.256
[ Adobe Dreamweaver CC 2017 Adobe Systems Incorporated 1/8/2018 12068 1710
Bl Adobe ExtendScript Toolkit CC Adobe Systems Incorporated 9/7/2016 18.5MB  4.0.0.0
Adobe Flash Player 28 NPAPI Adobe Systems Incerporated 1/9/2018 557MB  28.0.0.137
Il Adobe lllustrator €C 2018 Adobe Systems Incerporated 1/8/2018 120G8 2201
{8 Adobe InDesign CC 2018 Adobe Systems Incorporated 1/8/2018 12068 13.0.1
3 Adobe Photoshop CC 2018 Adobe Systems Incorporated 1/8/2018 1.20GB  19.01
& AMD Catalyst Install Manager Advanced Micro Devices, Inc. 6/19/2015 342MB 809110
@ Audacity 2.1.3 Audacity Team 9/29/2017 625M8 213
& Bonjour Apple Inc. 5/9/2013 400MB  3.0.0.10
(Q Cisco WebEx Meetings Cisco WebEx LLC 1/25/2018
[WCLV Setuo V 3.2 9/6/2016 Y
< >
“~_  Currently installed programs Total size: 15.4 GB
[.} 105 programs installed
4. Expand Internet Information Services, expand Web Management Tools, and check the IS
Management Service box.
B Windows Features - =] X
Turn Windows features on or off (7]
To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.
@ [J | Hyper-V A
1 | Internet Explorer 11
= W | Internet Information Services
@ [ | FTP Server
= @ | Web Management Tools
@ [J | IS 6 Management Compatibility
IIS Management Console
1IS Management Scripts and Tools
I%Y!'S Management Service|
¥ ] ervices
[ | Internet Information Services Hostable Web Core
@ [ Lenacy Camnonents N
5. Click OK.
6. Click Close when Windows finishes installing the service.
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Appendix 2 — Linking to LaneConfig

Follow the instructions below to link your LaneConfig application to GateKeeper.

1. Open Windows Explorer and go to the C:\inetpub\wwwroot\GateKeeper folder.

2. Right click the Web.config file and click Open With.

[F [| ¥ GateKeeper - o X
Home  Share  View 2]
« v~ » ThisPC » Local Disk (CJ) » inetpub > wuawroot » GateKeeper v &  Search GateKeeper »

Name @ Date modified Typ Siz
o Quick aceess ’ i 28 - Web.config
bin CONFIG File
Content
fonts
Images
Scripts
Sounds
Views Date modified: 11/11/2021 %:54 AM
[ This PC | favicon.ico Size: B.05KB
] Global.asax Date created:  11/11/2021 %:25 AM
o Network y 5
[] packages.config
L] Web.config TKB
I Open with
=
CRCSHA >
12 Share
/% Scan with Apex One
Restore previous versions
S >
Cut
G
Create shortcut
Delete
Rename
Properties
1items  1item selected 6.05KB LJ =
3. Select Notepad.
NOTE You can edit the Web.config file with any application capable of editing XML files.

4. Find the following text string in the file. Change “XXX” in the text string to the URL for your LaneConfig
server. For example, “192.168.0.101\LANECONFIG”. Include the quotation marks.

<add key="LanecConfigURL" value="Xxx" />

NOTE The value you enter into this field cannot include the term “localhost”.

5. Save the file and close it.
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Appendix 3 — ARGUS Gate Setup

Follow the steps in this section if you are using GateKeeper with dormakaba ARGUS gates. Follow these steps
after you install GateKeeper.

Required Software

Download and extract the installer for the Lantronix SCPR software onto your computer prior to starting the
installation process. The latest version of this software can be found on the developer’s website:

https://ltrxdev.atlassian.net/wiki/spaces/LTRXTS/pages/106856722/Latest+version+of+the+Secure+Com+Port+
Redirector

Com Port Setup

&IMPORTANT You must have Administrator privileges on your computer to complete the installation.

1. Runthe SCPR_x64CD_4.3.2.1.msi installer. Follow the instructions to install the Lantronix SCPR using
default settings.

2. Run the Secure CPR Manager application.
3. Click Add/Remove.

2}\ Secure CPR Manager 4.3.2.1

File ComPort Device Tools Help

@ Add/Remove | |] Save 2) Refresh 2 Search For Devices g Exclude

Com Ports Hide @ Com Port List General Tests
EX=Y Com Port IP Address

B, Con{m‘l : 2 L ' T Com 1 (Inaccessible)
% ti; “ T2 Com 3 (Inaccessible)
- Com 4 ( : T2 Com 4 (Inaccessible)

@ Bl Silmer le) QCom 5 (Inaccessible)

w Cowi & lnsce i QCom 6 (Inaccessible)

D Com 7 (Inacc ?Com 7 (Inaccessible)

-3 Com 8 (I @Com 8 (Inaccessible)

Q Com 9 (I VCom 9 (Inaccessible)

B Com 10 @Com 10 (Inaccessible)

-¥2 Com 11 T2 Com 11 (Inaccessible)

-2 Com @ Com 12 (Inaccessible)

~¥ Com 1 2 Com 13 (inaccessble)

-1 Com 14 T Com 14 (inaccessible)

L 1 oy
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4. Check an available Com port and click OK. Com ports that are grayed out are already used and cannot

be selected.

NOTE

Do not use Com ports 1-4.

5. Click the Com port you just selected in the All Com Ports pane on the left.

6. Type the IP address of the dormakaba RS232 LAN module installed in the ARGUS gate into the Host

field.
7. Type 10001 into the TCP Port field.
8. Click Save.

@ Secure CPR Manager 4.3.2.1

File  Com Pt Devi Tools Help
& Add/Remove] I2) Refresh 2 Search For Devices (g Exclude
Com Ports Hide & Settings

E-£2, All Com Ports (32) Com 7 (New)

Window's Port Name:
Window's Device Name:
Window's Service Name:

Reset to Defaults Cancel Edits

[] Server Reconnect

No Net Close

[JRFC 2217
(TeuPort)

DTR(l

[J AES Encryption
Key Length | 128

) 31-54
(4 Com 31-54 32 hex char.

[ Buffer Writes ( Keep checked for better write performance )
Nomal - port closed after disconnect

7200000 % | Keepalive Time (msec)

Tie DTRto DCD. DSR ahways active

rs (nibbles) are needed for a key length of 128 bits.

Com Status:
Network Status:

Closed
Disconnected

[7
[ Timeout Reconnect [0

1+ Cennectien Timeout (in seconds)

[2]] Reconnect Limit (0 =forever)

TCP Port Add To Firewall

ﬁECﬂ | KeepAlive Interval (msec)

This version of CPR does not support RFC2217
and AES to be enabled at the same time. This
will be supported in a future version of CPR.

daidde 0 chars
I e @ |WARNING! i the Host is on the other side of a router ora
— ——— = — i |
1 [10.188.333.206 10001 firewall, then UDP ports 30718, 43282 and 43283 may need to be
z Il T |opening this com po
3

ause is the Firewall on this machine is blocking ort._Press
the "Add Rx Port’ button to add this port to the Firewall. I the
button ion reads 'Remove Rx Port® then the has ali

9. Click Yes when prompted to save settings.
10. Click Install.

=] Windows Security

Would you like to install this device software?

Name: Lantronix Ports (COM & LPT)
S Publisher: Lantrenix, Inc.

decide which device software is safe to install?

Always trust software from "Lantronix, Inc.”. | Install IE Don't Install _{

@ You should only install driver software from publishers you trust. How can |
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11. Wait for the process to complete, shown in the lower-left corner of the window.

1 10.188.333.206
2
3
4
5
6

Device List

IP Address #Pots TCP Pot Product D HW Address
|Settings have been saved
NOTE To test the connection, the ARGUS gate must be powered on and connected to your
network.
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12. Click the Com # Tests tab.

13. Click Open and verify the Com port connects successfully.

GateKeeper v3 Installation Guide | Version 4.1

9 Secure CPR Manager 4.3.2.1

= (m] X
File ComPort Device Tools Help
W Add/Remove ] Save Refresh Search For Devices &) Exclude
Com Ports Hide @ Settings Com 5 Tests
-2, Al Com Ports (1) {Open/Cise] |
2-E3 Com5-5
£ Com 5
Help Close Com Status: Open
Network Status: Connected to 10.188.233.206:10001
RS232
el [ B Y < OUT —>
DCD CTS DSR RTS DTR
High ® ® @ ® ®
Low O O O OO
RxDaw [0 || RiSHi| [DTRHi
RxEOF [0 | [RTSLo | [ DTRLo
Device List Collapse £4
IP Address #Pots  TCPPott Product ID HW Address Network Interface Device Name Port Name
Status of Com Port 5 is Open and Connected to 10.188.233.206:10001 [open/Close Test s Running [N

14. Click Close.

NOTE

Com ports support only one connection at a time. If you do not close the connection after
testing it, GateKeeper will not be able to connect to the ARGUS gate.

15. Repeat steps 3-13 for each ARGUS gate you want to set up.
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GateKeeper Setup

This section assumes you have already installed GateKeeper using the default locations

NOTE shown in the installation instructions above.

1. Open Windows Explorer and go to the C:\inetpub\wwwroot\GateKeeper folder.

2. Right click the Web.config file, select Open With, and click Notepad.

K3)le)sl | » Computer » OS(C) » inetpub b wwwroot b GateKeeper » = | 3 | Search GateKeeper )
S A /
Organize »  [J|Open v Bum  New folder =~ A ® j
i) Pictures ~  Name - Date modified Type size
Videos
E 4 s bin 5/17/201612:13 PM  File folder
- . Content 5 612:13PM  File folder
1% Computer pr
Ko 1. fonts 5/17/20161213PM  File folder
B 1\ Images S/17/20161213PM  File folder
Ju Scripts 54 1213PM  File folder
|, Sounds 5/17/20161213PM  File folder
F b Views 5/17/201612:13PM  File folder
| favicon.ico 12/2/20151202PM  Icon 2K8
| &) Global.asax 12/2/20151202PM  ASP.NET Server A... 1k8
[ packages.config 12/23/2015 201 PM_ CONFIG File 4K8
5 webconfig M CONFIG File 6KB|
Edit
7-Zip »
. CRC SHA »
[  Editwith Motepad+ +
@ Scan with ESET NOD32 Antivirus
Advanced options >
Open with »| 8 Microsoft Visual Studio 2005 Tools for Applications
Restore previous versions o0 Microsoft Visual Studio 2010
Sendto » |8 Motepad
& s Choose default program..
-T Web.config Date modified: 4/1/2016 11:10 AM Copy.
“| conrGFile Size: 581 KB
S Create shortcut
Delete
Rename
Properties

NOTE You can edit the Web.config file with any application capable of editing XML files.
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3. Find the line that starts with <add key="CPRFolderPath" value=. Enter the path to your computer’s
Documents\Lantronix\SCPR folder.

4. Save the Web.config file and close it.

7] Web.config - Notepad
File Edit Format View Help
<?xml version="1.0" encoding="utf-8"?>
<--
For more information on how to configure your ASP.NET application, please visit
http://go.microsoft.com/fwlink/?LinkId=301880
-->
<configuration>
<configSections>
<!-- For more information on Entity Framework configuration, visit http://go.microsoft.com/fwl
<section name="entityFramework" type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSq
</configSections>
<connectionStrings>
<add name="UserConnection" providerName="System.Data.SqlClient" connectionString="Data Sourced
Id=sqlexpress;Password=alvarado;MultipleActiveResultSets=True" />
<add name="TurnstileConnection” providerName="System.Data.SqlClient" connectionString="Data Sd
Id=sqlexpress;Password=alvarado;MultipleActiveResultSets=True" />
</connectionStrings>
<appSettings>
<add key="webpages:Version" value="3.0.0.0" />
<add key="webpages:Enabled" value="false" />
<add key="ClientValidationEnabled" value="true" />
<add key="UnobtrusivelavaScriptEnabled” value="true" />
<add key="DemoMode" value="false" />
<add key="GateKeeperPort" value="8888" />
<add key="LaneConfigURL" wvalue="XXX" />
<add key="EmailHost" value="XXX" />
<add key="EmailUsername" value="XXX" />
' 3 LV 0 TPt s s A AN
<add key="CPRFolderPath" value="C:\Users\AMC\Documents\Lantronix\SCPR" />
<jappsetcingss
<system.web>

="None" />

Copyright © 2021 Alvarado Mfg. Co., Inc. Page 46
All rights reserved. PUD3907



@ALVARADO

dormakaba Group GateKeeper v3 Installation Guide | Version 4.1

Configure IS

1. Click Start and type IS into the search bar.

2. Click Internet Information Services (lIS) Manager.

Programs (1)

| q-j Internet Information Services (IS) Manager

§O See more results

[id ‘ Shutdown | » |

3. Double-click the host computer’'s name to expand the list and select Application Pools.

4. Right-click within the center pane and select Add Application Pool....

€ Internet Information Services (IIS) Manager

- o x
(@5 [D» AMCNUG » Application Pools W@
File View Help

| Connections . . ‘
~ Q‘il Application Pools ‘
o \AMO)

[} Application Pools

v D Default Web Site

This page lets you view and manage the list of application pools on the server. Application pocls are
associated with worker processes, contain ene or more applications, and provide isolation among
different applications.

Sl i ik Filter ~ ¥ Go ~ G Show All | Group by: No Grouping -
> P GateKeeper Name Status {NET CLRV... Managed Pipel... I|dentity Applicati
» (P GlinkWeb (E).NETv2.0 Started 2.0 Integrated ApplicationPoolld... 0
» (P LaneConfig 23 NET v2.0 Classic Stated  v2.0 Classic ApplicationPoolld... 0
) NETVAS Started  v4.0 Integrated ApplicationPoolld... 0
L2} NET v4.5 Classic Started 4.0 Classic ApplicationPoolld... 0
L Classic .NET AppPool Started ~ v2.0 Classic ApplicationPoolld.. 0
J}DefaultAooPoo arted Integrated ApplicationPoolld... 4

<

Features View Content View
|

Ready
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5. Enter GateKeeperAppPool for the name and click OK.

Add Application Pool ? X
Name:
GateKeeperAppPool
.NET CLR version:

.NET CLR Version v4.0.30319 v |

Managed pipeline mode:

Integrated v

[ Start application pool immediately

[ OK Cancel

6. Click the App Pool you added and click Advanced Settings... in the right pane.

¥ Intemet Information Services (IIS) Manager o X
(& = 2 AMCNUC » Application Pools G @~
File View Help
} Connections ! N PR ‘
= | ggl Application Pools =
J E b & Add Application Pool..
CE] - - Appli i e
e A,,';nc N"_"G_(AMC NUCHAMC) This page lets you view and manage the list of application pools on the server. Application pools are Set Application Cool e AUl
i AP"'"“"‘" Pools associated with worker processes, contain one or more applications, and provide isolation among Application Pool Tasks
v (8] Sites different applications. P Start
v ) Default Web Site : . = : s
5 ] aspnet_clent Filter: ~ ¥ Go ~\g)ShowAll | Group by: No Grouping % : Stop
> (D GateKeeper Name Status .NET CLRV... Managed Pipel... Identity Applicati © Recycle..
> (P GateKeeper3 D NETV20 Stated 2.0 pplicationPoclld... 0 Edit Application Pool
>-@ Chme 3 NET v2.0 Classic Started 2.0 Classic ApplicationPoolld... 0 E Basic Settings...
> 3 LaneConfig ,;?.NI:T va.s Started  v4.0 Integrated ApplicationPoclld.. 0 —_
2 INET v4.5 Classic Started  v4.0 Classic ApplicationPoolld... 0 Advanced Settings...
,::,)Classic JNET AppPeol Started v2.0 Classic ApplicationPoolld... 0 lename
- :
- PP st A X Remove
O GateKeeperAppPool  Started  v4.0 Integrated LocalSystem 1
< >
Features View Content View
Ready 9
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7. Click the [...] button for Identity.

GateKeeper v3 Installation Guide | Version 4.1

Advanced Settings ? X
Limit Action NoAction N
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
> Generate Process Model Event L
ApplicationPoolldentity

Idle Time-out (minutes) 20

Idle Time-out Action Terminate

Load User Profile True

Maximum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) 90

Startup Time Limit (seconds) 90
v Process Orphaning

Enabled False N
Identity
[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

OK Cancel

8. Select Local System from the Built-in account dropdown list and click OK until you return to the IIS

screen.

Copyright © 2021 Alvarado Mfg. Co., Inc.
All rights reserved.

Application Pool Identity ?

@ Built-in account:

LocalSystem

LocalService

@]

NetworkService
ApplicationPoolldentity

| OK |

Cancel
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9. Click GateKeeper in the left pane to select it and click Basic Settings... in the right pane.

¥ Intemet Information Services (IIS) Manager - o X
& = |3 » AMCNUC3 » Sites » Default WebSite » GateKeeper » B <@
File View Help
! Connections | q Actions. ‘
93 | & /GateKeeper Home B
~ 83 AMC-NUC3 (AMC-NUC3\AMC) N = = = Edit Permissions...
[ Application Pools fites " o e o ARy Area ME DE,H,—I
v [ Sites ASP.NET ———V S asnng
v & Default Web Si = = [T View Virtual Directories
@ Default Web Site = = ) U l‘?l \\///\ Lg —————
= e Manage Application )
NET NET .NET Error NET {NET Profile .NET Roles  .NET Trust .
Authorizat.. Compilation ~ Pages  Globalization Levels - Browse Application
~ o 5 . 8] Browse ™20 (http)
£ A = f
L'?L) / Lab] ;E? E‘Q\ .QL;) &} Advanced Settings...
.NET Users  Application Connection MachineKey Pagesand  Providers Session State Deplor ~
Settings Strings Centrols qep Y
Y @ Export Application.
F’}J EF Import Application...
SMTP E-mail @ Help
ns ~
Authentic... Compression  Default Directory  ErrorPages  Handler HTTP
Document  Browsing Mappings Respon...
= D ua e o=
@ A # o2 g
Logging  MIME Types  Modules Output Request  SSL Settings
Caching  Filtering o
| -] Features View | [ Content View
Ready CE
10. Click Select.
Edit Application ? X
Sitename:  Default Web Site
Path: {f
Alias: Application pool:
GateKeeer I |DefaultAppPooI Select...
Example: sales
Physical path:
%SystemDrive%\inetpub\wwwroot\GateKeeper ‘ ‘ ce|
Pass-through authentication
I Connect as... Test Settings...
L
[C] Enable Preload
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11. Select GateKeeperAppPool from the Application pool dropdown list and click OK until you return to the
IIS screen.

Select Application Pool ? X

Application pool:

GateKeeperAppPool v

NET v2.0

NET v2.0 Classic
.NET v4.5

.NET v4.5 Classic
Classic .NET AppPool

DefaultAppPool
GateKeeperAppPool
oK Cancel
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Revision History
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1.0 7/12/2016 D Bohannon Original Document
1.1 11/16/2016 D Bohannon Updated Appendix 2.
2.0 11/2/2021 D Bohannon Added Appendix 3.
3.0 11/11/2021 D Bohannon Updated with steps for SQL 2019 and Windows 10.
4.0 4/17/2023 Updated document to corporate branding standards.
4.1 10/18/2024 C Maynez Updated Appendix 1.
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